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A TheSPEMHESmart,PErvasiveind Mobile systemsEngineering).abhasaglobald YA & & A
the development of innovative methods and systems for engineering trustworthy;,
distributed,intelligent, pervasivemobile, multimediaandmulti-sensoriabystems

A The current researchlines are both methodologicaland experimental and include the
following themes Internet of Things Wearablecomputing,Agentbasedcomputing,Signal
processingpf physiologicakignals Internet of Vehicles,RadiomicsBlockchainsCyber/loT
Security

A Group memberg40+): 1 Full prof.; 3 Associate prof.; 1 Tenured Assistant prof.; 2 Adjunct
prof.; 3 Assistant prof; 11 Postdocs/RA;PI&Istudents; 1 laboratory research assistant.

AaSYodSNHEQ b:litalyAlidih, IColombia, Bakistan, China, Bangladesh, Romania

A Projects 2 Horizon Europe; 4 PRIN (Minister of University and Research); 1 POS (Ministe
Health); 5 PNRR (National Resilience & Recovery Plan); 10+ Industry projectseait3+ M

A International collaborations USA (6), Canada (1), South America (2), UK (5), EU (10+),
China (7), Australia (3), Saudi Arabia (3), Morocco (3), etc.
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1. Towards Edge Intelligence #br IoT Systems of
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2. Integrating ML and MulAgent System the EU
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3. From Digital Twins to Opportunistic Digital Twins
4. Towards Generative Digital Twins
5. ConcludinqRemarks
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Internet of Things: Definition and Characteristics

G ¢ K@rnet of Things (loTis a novel paradigm that involves the pervasive presence of a variety
objects or things, sensors, actuators, and mobhile phgnes, which can interact and cooperate with
2GKSNJ (2 | OKAS@S O2YY2y 32| f 0

My definitony d&! €t 22a4Sf& 02dzZJ SR RSOSYGNIt AT SR &
SOs are autonomous, physical digital objects augmented with sensing/actuating, processing, stori
networking capabllltles able to sense/actuate, store, and interpret information created within them:s
and around the neighboring external world where they are situated, act on their own, cooperate
SFOK 20GKSNE FTyR SEOKLI y13S )\yTzNJYI GA2Y BAGOK

A Sincethe 20005, tech advancementsavedrivenloT'sgrowth:

A 1st1oT Gen Miniaturized, costeffective componentslike wirelesssensors RFiDsystemsmicro-controllers,and
processorsntegratedinto consumerelectronics

A 2rd and 34 |oT Gen Integration into broader systems(ERP, supply chain) powered by synergyAl, signal
processingdistributed computing,and bigdataanalytics

A NextGen Aland Edge AdrivenloT



Internet of Things: Definition and Characteristics

. Your Global loT Market Research Partner
S 10T ANALYTICS

Enterprise loT market 2019-2027
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Global loT market size to grow 19% in 20R3T shows resilience despite economic downturn. Soeteéinalytics

A 10TNumbers(Mordor Intelligence,2021)

A Billionsof deployeddevicegsmarthomes cars factories)

A Atrillion-dollar market, resilientto crises(e.g., COVIBL9).

A Substantialnvestmentsin enablingtech (5G, Wi-Fi6, AR etc.).
A loTResearciPerspectivegAtzoriet al., 2010

A ThingOriented Objectvisibility andtraceability

A Internet-Oriented Ubiquitousnetworking

A SemantieOriented Datarepresentationand processing ( 6 J

Final Goal

Fueling an 10T ecosystem where humans and maclgeesiipped with autonomic and cognitive skidls
seamlessly connect within an endless stream of information.



https://iot-analytics.com/iot-market-size/

Ubiquitous Data/Information
Generation

A Problem
A Over 150 billion connected devices generate more
than 90 Zettabytes of data at the network Edge L

A Data are movingtoa  network of ubiquitous
device

A Needto rethink analysis  and processing
methods to keep up with the  increasing amount
and speed of data

A Solution

A Move computation rather the data , l.e., bring
intelligence as close as possible to data sources



https://www.seagate.com/files/www-content/our-story/trends/files/idc-seagate-dataage-whitepaper.pdf?Tag=Sponsorships

EDGE COMPUTING

XA distributed computing paradigm

that brings computation and data

storage at the edge of the network :

improving speed, efficiency, and cost
savings X s

A It offers several benefits over
traditional cloud computing :
including:

A faster response times
A improved reliability
A and enhanced data security

A It presents some challenges , such as:
A managing many distributed devices ;
A and ensuring data consistency across the

network.

g7 TOOLBOX
EDGE COMPUTING ARCHITECTURE
Cloud Layer Cloud Internet
+Big data processing Server
*Data warehousing 4
A | A3
Edge Layer i H “« LAN/WAN
« Data processing & Reduction
« Data caching & buffering Edge Node/Server | | Edge Node/Server | | Edge Node/Server
* Control response 4 I k
s Virtualization / i S
¥ 7 §
= 2 = 2
. m il
Device Layer D -

+ Sensors & Controllers

Source: What is Edge Computing?



https://www.spiceworks.com/tech/edge-computing/articles/what-is-edge-computing/
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Artificial Intelligence (Al) typically simulates human intelligence by
demonstrating some of the following behaviors 2
1. Planning

2. Learning (through Training)
3. Reasoning
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EDGE INTELLIGENCEE]

B e

RReal -time data processing and analysis
RLow latency and high throughput

REdge -to -cloud integration

RFlexible deployment options

RAdvanced security and privacy features
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Systematic meta-survey on EI”

= Google Scholar  edge intelligence

In-depth
. s icoli i isultat
understanding on EI Articoli Circa 51.500 risultati (0,09 sec)
based on two key
principles.
J
] a‘@f Scopus

| | el

@ The new, enhanced version of the search results page is available.

11,286 document results

Effectiveness

Comprehensiveness

7 TITLE-ABS-KEY ( edge AND intelligence ) AND PUBYEAR > 2010 AND PUBYEAR > 2010

# Edit [ Save L4 Setalert

Review performed in

Systematic literature
review following the form of a tertiary
PRISMA 1statement study 2

J

1. A guideline for conducting and reporting systematic reviews and meta -analyses
2. aggregates and generalizing the main results from large collections of
thematically related secondary studies

V. Barbuto, C. Savaglig M. Chen,G. Fortino: Disclosing Edge Intelligence: A Systematic Meta-
Survey Big DataCogn Comput 7(1): 44 (2023)



RQs OVERVIEW
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FRAMEWORK (1/2)

Reference # Citations Systematic El Definition Reference Topics Addressed  Key Techniques Hardware Tools Software Tools Use cases
Literature Review Architecture
Edge Intelligence: Paving the 2019 703 | No Revolution: Yes: Two-layer - KDD + Edge Training + Edge devices + Systems and + Smart factory
Last Mile of Artificial “The marriage of edge computing and artificial | architecture * Platforms/ + Edge Inference Frameworks on | * Smart city
Intelligence With Edge intelligence” Frameworks El Model Training | -+ Smart home
Computing + Systems and + Entertainment
Frameworks on
El Model
Inference
OpenEl: An open framework for 2019 47 | No Evolution: No * Interoperability + Edge Training * Hardware * Running * Automotive
edge intelligence “The capability to enable edges to execute Al * Platforms/ + Edge Inference modules environments » Smart home
algorithms” Frameworks * Modeling + Edge-based * Healthcare
deep learning + Public Safety
packages
Edge Intelligence: The 2019 25 | No Revolution: No + Outlook N.A + Edge Al chips + Tools for » Smart City
Convergence of Humans, “A new paradigm in which intelligence is * Platforms/ and madules Managing the Al | + Automotive
Things, and Al gradually be pushed from the cloud closer to the Frameworks Lifecycle * Healthcare
edge” + Edge Computing | + Corporate
platforms
Edge Intelligence 2019 0| No Revolution: Yes: Two-layer + Standardization | N.A + Edge devices N.A + Smart factory
“Edge computing with machine learning and architecture + Smart city
advanced networking capabilities” * Public Safety
Convergence of Edge 2020 486 | No Revolution: Yes: Two-layer + KDD + Edge Training + AlHardware for |+ Edge frameworks | « Smart city
Computing and Deep Learning: “The combination of edge computing and architecture *+ Platforms/ + Edge Inference Edge Computing for DL * Automotive
A Comprehensive Survey artificial intelligence” Frameworks + Management » Smart home
* Service + Collaboration * Smart factory
+ Outlook
Edge Intelligence: The 2020 239 | No Revolution: No - KDD + Edge Inference N.A N.A + Automotive
Confluence of Edge Computing “The integration between edge computing and + Service + Management » Smart home
and Artificial Intelligence artificial intelligence” » Smart city
Edge Intelligence: Challenges 2020 1| No Evolution: Yes: Three-layer + KDD + Edge Training + Edge Al chips + Edge Al + Automotive
and Opportunities “The next stage of edge computing, which architecture + Platforms/ + Edge Inference » Edge Computing Programming + Smart factory
allows to run Al applications at the edge of the Frameworks » Modeling Platforms libraries + Smart city
network” + Service * Healthcare




FRAMEWORK (2/2)

Reference # Citations Systematic El Definition Reference Topics Addressed  Key Techniques Hardware Tools Software Tools Use cases
Literature Review Architecture
Edge Intelligence: A Robust 2021 0| No Revolution: No » KDD N.A N.A N.A + Automotive
Reinforcement of Edge “A new outlook risen by the combination of edge + Sarvice + Military
Computing and Artificial computing and artificial intelligence”
Intelligence
Edge Intelligence: Empowering 2021 19| No Revolution: Yes: Two-layer * KDD * Edge Training N.A MN.A * Smart factory
Intelligence to the Edge of “Refers to a set of connected systems and architecture + Service + Edge Inference » Smart city
Network devices for data collection, caching, processing, » Modeling * Healthcare
and analysis proximity to where data are + Management
captured based on artificial intelligence.”
The Many Faces of Edge 2022 0| No Evolution: Yes: Three-layer * QOutlook N.A N.A N.A + Smart city
Intelligence “An emerging computing paradigm that enables | architecture = Automotive
Al functionalities at the network edge”
Artificial Intelligence in the loT 2022 2| No Evolution: No * Platforms/ + Edge Inference » Hardware » ML Frameworks | N.A
Era: A Review of Edge Al “The modern trend of moving artificial Frameworks devices + Mobile SDK
Hardware and Software intelligence computation near to the origin of + Outlook * MVIDIA Jetson + Software for
data sources” devices MCU
* Model conversion
libraries for MCU
Roadmap for edge Al: A 2022 8| No Revolution: No » QOutlook N.A N.A N.A + Automotive
Dagstuhl Perspective “A fast evolving domain that merges edge + Entertainment
computing and artificial intelligence (or machine + Smart Factory
learning)” * Healthcare
Distributed intelligence on the 2022 8|S N.A No * KDD * Edge Training * Edge devices * Software for * Healthcare
Edge-to-Cloud Continuum: A * Interoperability + Edge Inference » Processors Machine » Smart factory
systematic literature review + Platforms/ » Modeling Learning on the |+ Smart agriculture
Frameworks + Collaboration Edge-to-Cloud + Smart cities
(Al are indirect Continuum * Automotive
contributions) » Frameworks/
Libraries for Data
Analytics on the
Edge-to-Cloud
Continuum
+ Simulation and
Emulation
systems
Edge Intelligence: Concepts, 2022 4| No Revolution: Yes: Two-layer + KDD + Edge Training + Edge devices + Edge Intelligence | » Automotive
“the confluence of edge computing with architecture + Platforms/ Frameworks + Entertainment
and Future Directions machine learning, or artificial intelligence (Al) in Frameworks = Smart home
the broad sense” » QOutlook = Smart city
+ Smart factory

V. Barbuto, C. Savaglig M. Chen,G. Fortino: Disclosing Edge Intelligence: A Systematic Meta-

Survey Big DataCogn Comput 7(1): 44 (2023)




| essons learnt

A 10T systems and related services require effective intelligence to
unleash their potential.

A Edge Intelligence emerges asa nhew, highly promising field with
broad appeal and usefulness

A This survey analyzed the last decade's literature on El using both
guantitative  and qualitative methods based on PRISMA
guidelines.

A Although ETSI MEC provides a solid base for EI , it lacks built -in
intelligence  for edge system.

[ 15)

V. Barbuto, C. Savaglig M. Chen,G. Fortino: Disclosing Edge Intelligence: A Systematic Meta-
Survey Big DataCogn Comput 7(1): 44 (2023)




| essons learnt

A Further specifications are needed for standardized
APIls , software constructs , and supporting
infrastructures

A The latest concept of the  edge -cloud continuum

may lead to isomorphic El architectures |, dissolving the
boundaries between the cloud and edge.

The research leading to this work was carried out under the Italian MIUR, PRIN 2017
Project XFluidware X (CUP H24117000070001 ), and under the XMLSysOps @& ce Y N(Grark

Agreement 101092912) funded by the European >e BB? Ad A Horizon  Europe
Programme ( 16)

V. Barbuto, C. Savaglig M. Chen,G. Fortino: Disclosing Edge Intelligence: A Systematic Meta-
Survey Big DataCogn Comput 7(1): 44 (2023)



The DeviceEdgeCloud continuum

Fig. 1. d.tier architecture — the outer layer is compased of 10T devices generating data and transmitting these to Kdge devices (second layer). The Innermast layer is camprised
of 2 Cloud datacenter, with a data netwark comnecting these layers. { J

KhaledAlwase] DevkiNandanJha,FawzyHabeeb,Umit DemirbagaOmerRana,TharBaker,ScharanDustdar
Massimo Villari Philip James,Ellis Solaiman RajivRanjan,loTSirOsmosis A framework for modeling and
simulatingloTapplicationsover an edgecloud continuum,Journalof SystemsArchitecture,Volume116, 2021,
https:// doi.org/10.1016j .sysar202Q101956




The DeviceEdgeCloud continuum

N 2N

Cloud

Glowd, Fog, Networking, 5G infrastuciures
UGBS 00 "U0RE IS0 NIWEDD] BE D W08 BUNSw0D Abksus
"sluslitew sa01/086  BUINDMYDS PUE LONEIONE S0M0ES |

v Mobils v
< >

loT applications

Figure 1: Mustrative overview, within the IoT-Fog-Clood infrastructure, of topics coversd in this paper.

LuizBittencourt Rogerimmich RizosSakellariouNelsonFonsecaEdmundoMadeira, Marilia Curadg Leandro
Villas, Luiz DaSilvaCraigLee,Omer Rana,The Internet of Things,Fogand Cloudcontinuum Integrationand
challengesinternet of Things Volumes3c4, 2018 Pagesl 34-155,

https:// doi.org/10.1016] .i0t.201809.005.




Machine Learning for Autonomic System Operation
In the Heterogeneous Edg&loud Continuum

(MLSysOp}

Giancarld~ortino
Deputy Coordinator of the Project
University of Calabria

Consortium
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[ 19])

@ https://mlsysops.eu/
m https://www.linkedin.com/company/misysops/
. 4 https://twitter.com/mlsysops
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Al ¢Driven Aspects
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Agentbased Architecture

Smart Edge Edge Infrastructure
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From Digital Twins to Opportunistic DTs

& Digital Twin(DTR & 'y SESOdzil 6t S @ANIidz £ Y2
(Hughes, 2018)
Keycomponents(Grieves2014)
A PhysicaDbject(PO)in the real space

A LogicalObject(LOt h @idital counterpart) in the virtual space
A Dataconnectionbetweenthe two of them.

TraditionalCADand advancedoT systemsfall short comparedto realDTs
A CADonly existsin simulationworlds and lacksinteraction with real objects
A 10T systemsdo not facilitate interaction between componentsandthe full procesdife cycles

Real Space Virtual Space

4 p / 2
A l"ﬂ Data A lg

: T ; T Information Mirroring
:I‘ :I‘ Model proposed by
Grieves
| , Information | ’
’/’/// =i & ’/' ///
" ’ 23
N y N Y, [ 23)

Grieves, M. (2014). Digital twin: manufacturing excellence through virtual factory replication. White pape
1(2014), 17.

Hughes, A. (2018). Forging the digital twin in discrete manufacturing, a vision for unity in the virtual and
worlds. LNS Researckheok.



Towards Opportunistic Digital Twins
s BN Al boosts DT beyond the "Digital Mirror,"
SRR Offering:
A Adaptive Learning Actively learns and
adapts to new data and evolving
situations

A Pattern Detection ldentifies anomalies
for improveddecisionrmaking

A Predictive Maintenance Enables
proactiveoptimizationandefficiency

SHENERTESH WS =ERC R T NGV =3 RecenlFladvancementsinlcckDTpaoiential.
adapt to and act upon the phySicaI A Slmpllfy Complex envu’onment
environment that surrounds them. representaﬂonand programn‘nng

A Enhancereaktime Albased inferences
data processingandanalysis

A Utilize Al for advanceddata generation
surpassindraditional sensors

(Savaglicet al, 2023)

[ 2]

*SavaglipC., Barbuto, V., Awan, F. M., Minerva(Respi N., &Fortino, G. (2023).
Opportunistic Digital Twin: an Edge Intelligence enabler for SmariACiM. Transaction:
on Sensor Networks



Use case
El-based Traffic Monitoring System (

Our vision

Revolutionize traffic monitoring with a

cutting-edge TMS merging El and the &8

groundbreaking "opportunistic* DT |
concept.

Keyfeatures

A Elbased Technology Al at network edge
slashegrocessingk transmission

A Synthetic Sensing over Generalpurpose
Devices Alenhancedboard for diversedata,
monitors hidden phenomena, boosts
capabilitiescutscosts

G . @ Hnon FfY2AD

A Data-driven and Bottom-up Approach worldwide population will be
Prioritizes data, builds from specifics, ]
boostingmonitoringaccuracy


https://www.un.org/development/desa/pd/sites/www.un.org.development.desa.pd/files/files/documents/2020/Jan/un_2018_worldcities_databooklet.pdf
https://www.un.org/development/desa/pd/sites/www.un.org.development.desa.pd/files/files/documents/2020/Jan/un_2018_worldcities_databooklet.pdf

El-Based Traffic monitoring system (TMS)
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Use Case: Early Implementation
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Preliminary results: Accuracy and
Latency for Vehicle Detection
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A Pretrained models(SSDMobileNet V1, SSDMobileNet V2, SSDLiteMobileDet) demonstraterapid inference
but exhibitlower mAPvalues

A Retrained models (MTD Model, TI Model) achievesuperior mAP scoreswhile maintainingan acceptable

inferencetime. [ 28 J

1. Latency is the time to perform one inference
2. Mean Average PrecisiomAB is the primary metric according @OCOQO evaluatiametricsc



https://cocodataset.org/#detection-eval
https://cocodataset.org/#detection-eval

Preliminary results: Edge vs Cloud

We additionally performed a comparative analysis of TMS performance employing two
configurations

A Ekbasedsolution usingGoogleCoralDevBoardand EdgeTPU
A Vehicledetectionon CoralDevBoardwith EdgeTPU
A Transmittinginferences'output to systemnodes
A Cloudcentric solution usingreaktime videoframes
A Capturevideoframesat edge
A Transmitframesto Intel Corei7-6820HQcloudinstance

A Processandtransmitinferenceresultsto systemnodes

Edge Cloud
Processor Google Edge TPU | Intel® Core™ i7-6820HQ,
COProcessor 2.70GHz x 8
Memory (RAM) 4 GB LPDDR4 32 GB
Graphics Integrated GC7000 AMD® Bonaire/ Mesa
Lite Graphics Intel® HD Graphics 530

Hardware configurations: Edges Clouebased deployment




Preliminary results: Edge vs Cloud

Experiment Details

A Datatraffic at the Edge

A Cameramodule captures video frames
usingPythonalgorithm

A Eachframe size ~1,936 MB

A Highdatatraffic leadsto network latency
(~43msperframe)

A Increased power consumption and
bandwidthusage

A One day interaction between edge devices
andserverresultsin:
A Transmittedframes 1,729,000 (with a 20
fps)
A Datatransmitted 3.34TB

Comparison

A Opting for an EdgeCentric solution
overa CloudCentricapproach

A

Perform frame processinglocally
and transmit only the inference
results

MQTTmessagesize just 67 bytes,
including the ID, payload, and
control header

Achievea remarkable data traffic
reductionof 10"4-fold

Datatransmitted 0.872GBinstead
of 3.34TB

Moving computation rather than data
effectively optimize data transmission and
processing




Generative Digital Twins

Generative Digital Twin (GD19 a
novel approach which seamlessly
merges classical DT mod#iven
systems with Ge#l, creating a
dynamically shaped system with
exceptional adaptability.

Through thegeneration of synthetic
datathat faithfully replicates real
world scenarios, it elevates data
guality surpassing conventional da
augmentation methoddacilitating
smooth HumanDT and DIDT
Interactionsin Augmented Reality
(AR) and Virtual Reality (VR)
environments.
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Generative Digital Twins:
Traditional Properties vs GDT Features




