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Summary

This document presents the design of the MLSysRashine LearningNIL) framework. The framework

intends to facilitate resource management and application orchestration across the computing continuum by
integrating multiple ML models with the entire MLSysOps continuum. The framework's comprehensive
components, from dynamicatge management to anomaly detection and ML model retraamidgdrift
detection show a robust approach to enhancing the functionality and efficiency of edge and cloud computing
ecosystems.The design and implementation of the MLSysOps ML frameworkritbest here, along with

certain ML approaches, lay the foundation for furtthevelopment.
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MLSysOps

Abbreviations
Term Definition
5GCN 5G Core Network
A2C Advantage Actor Critic
ACL Agent Communication Language
Al Artificial Intelligence
ANOVA Analysis of Variance
API Application Programming Interface
AWS Amazon Web Services
CFO Carrier Frequency Offset
CFR Channel Frequency Response
CIR Channel Impulse Response
CL Continual Learning
CNN Convolutional Neural Network
CcoO Classification Oriented
CPI Cycles per Instruction
CPU Central Processing Unit
DCAI DataCentric Al
DCO Direct Current Offset
EC Erasure Coding
FSL Fewshot learning
gNB Next-Generation Node B
HTTP Hyper Text Transfer Protocol
lloT Industrial Internet of Things
KNN K-Nearest Neighbors
LR Logistic Regression
LSTM Long ShoriTerm Memory
MAML ModelAgnostic MetalLearning
MDP Markov Decision Process
Mi Mutual Information
ML Machine Learning
MLaaS Machine Learning as a Service
MLP Multi-Layer Perceptron
PCA Principal Component Analysis
PO Phase Offset
PPO Proximal Policy Optimization
RAN Radio Access Network
RFE Recursive Feature Elimination
RLNC Random Linear Network Coding
RnF Random Forest
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RSS Received Signal Strength

SDR Software Defined Radio

SMOTE Synthetic Minority Oversampling Technique
SVM Support Vector Machines

UE User Equipment

XAl Explainable Al

XGB XGBoost
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1 Introduction

The increasing volume and complexity of data generated by modern computing systems demand efficient and
immediate processing, making edge computing essential for processing data closer to its source, reducing
latency, enhancing redime data analysis, analleviating bandwidth constraints on central cloud servers.
Energyefficient micreservers and powerful embedded devices further support this Bdgd computing

extends cloud services closer to amsdrs by providing nodes with computing, storage, agtsivarking
resources at the network edge, such as loT gateways and micro data centres. However, the scale anc
heterogeneity of clouddge computing require Alriven management, as traditional rbiesed approaches are
insufficient, making autonomic compng systems that manage themselves based orAevghobjectives a
promising alternative.

MLSysOps aims to introduceAl-driven resource management and applicatieployment/orchestration
mechanisms across the computing continuMitbbSysOps is designed to address the challenfj@sanaging
complex software ecosystems and the hardware that supports them. The framework integrates multiple ML
models and agents to facilitate dynamic and efficient resource allocation, system monitoring, and performance
optimization. The primary goal it ensure that software applications run smoothly within contaeer
environments, with enhanced support for 5G infrastructure anddarje machine learning model training.

This document introduces the MLSysOps ML framework. It comprises several key comparaating

dynamic storage management, trust management, anomaly detection, application placement and management
and integration with 5G. Each component is decoupled from the atiteeach plays a crucial role in enhancing

the management and optimization of software systems. This design ensures interoperability and avoids vendor
lock-in. At the core of this design are MLSysOps agents. These specialized agents witbrdw various

system components and the MLConnector APIs to integrate machine learning (ML) models for-deaidimn

and support for model monitoring and retraining. This rfalteted interaction ensures seamless coordination

and efficient system @pations.

The rest of the document is structured as follows: Section 2 introduces and defines some of tiezétssasy

for the remainder of the document, including eaatric Al, reinforcement learning, explainable Al, and many
others. Section 3 highlights the MLSysOps ML framework design. It highlights the core ML components,
defines the different kinds of agents, and explams these mediate the communication between the various
system components. The section concludes by describing the proposed system design ahidtdigditing

the role each component plays.

Subsequent sections highlight the ML integration at each layer defined in Section 3. Section 4 introduces trust
assessment and management using online weighted anomaly detgetiton 5 highlights a novel hybrid
physical layer authentication scheme for anomaly detection. Section 6 dedwihes oML -driven anomaly
detection approaches to monitor 5G edge networks. Secttplores the use of reinforcement learning to
minimize the latency of traffic routing for 5G users. The goal is to use reinferddearning to select optimal
routing paths based on metrics such as latency, bandwidth usage, and traffic load8%#ctiduces a highly
dynamic, ML-driven approach to adjust the redundancy level and geographical distribution of storage objects
to minimize operating costs while satisfying higlrel user performance requirements. Sesti®rand 10
describe facilities and mechanisms that aid application component placement, management, and
reconfiguration, and descritmw ML can be used to facilimisuch services. Sectiohs, 12, and B describe

the mechanisms for ML model training, monitoring, and retraining. Also, the facilities for delivery and
integration via thé&LConnectorAPI are discussed.

12
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2 Background

Data-centric Artificial Intelligence

DataCentric Al (DCAI?! is a paradigm shift in artificial intelligence development that emphasizes the
importance of highguality data over model complexity. Traditionally, Al development has been roenilc,

where the primary focus is on improving algorithms and model aatbies. In contrast, DCAI involves
systematically engineering and improving datasets to enhance the performance of Al models. Al systems rely
heavily on the data they are trained on. Inconsistent, noisy, or biased data can lead to poor model performance
regardless of the sophistication of the algorithms used. DCAI addresses these issues by treating data as a first
class citizen in the Al development process. By improving the quality of data, Al models can achieve better
accuracy and generalization, whislcrucial for realworld applications.

The key principles of DCAI are as follows:

1 Data Quality Over Model Complexity: Improving the dataset itself is often more impactful than
refining the model. This involves processes such as data cleaning, augmentation, labelling, and curation.

1 Programmatic Data Labelling: Manual labelling is time&onsuming and often impractical for large
datasets. Programmatic labelling, which uses automated techniques to label data, is a more efficient
approach. This method leverages subject matter expertise through coding rules oe reaching
models to label data.

1 Cooperation: Effective Al systems require the input of subject matter experts (SMEs) who can provide
valuable insights into the data. DCAI promotes collaboration between SMEs and data scientists to
ensure the data accurately reflects-wgatld conditions and knowledy

The shift to a dataentric approach is critical for several reasons:

1 Improved Model Performance: High-quality, wellcurated data can significantly enhance the
accuracy and reliability of Al models. This re
data leads to poor model performance.

9 Efficiency in Al Development: Focusing on data quality can streamline the development process.
Better data reduces the need for extensive model tuning and complex architectures, saving time and
resources.

1 Scalability and Adaptability: Programmatic data labelling and systematic data management practices
make it easier to scale Al solutions and adapt to new data or changing conditions without extensive
rework.

1 Ethical and Responsible Al:By involving SMEs and focusing on data quality, DCAI halpsntify
and mitigate biases in datasets, leadonmore ethical and fair Al systems.

In contrast to the dateentric approach, the traditional moaeintric Al approach focuses primarily on refining

and improving the machine learning models themselves. This involves extensive work on developing
sophisticated algorithms, optimizing modelclkkitectures, and fintuning parameters to achieve better
performance. While this approach has been successful and has driven many advances in Al, it often treats the
data as a static input that is fixed and unchangeable. As a result, significant tines@irdes are spent on
iterative improvements to the model, sometimes overlooking the potential gains that can be made by enhancing
the quality and relevance of the data.

DCAI presents several significant challenges despite its promising approach to enhancing machine learning
system& One primary challenge is the requirement for extensive human involvement in labelling and curating
data. This process can be thw@nsuming and labotdntensive, especially for complex datasets that require

1 Zha, Daochen, et al. "Dataentric artificial intelligence: A surveydrXiv preprint arXiv:2303.10158023).
2 Whang, Steven Euijong, et al. "Data collection and quality challenges in deep learning:cArdetaai perspectiveThe VLDB JournaB2.4
(2023): 791813.
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subject matter expertise for accurate labelling. Another major challenge is the inconsistency and variability in
data management practices across different teams and projects. Standardizing workflows and scaling Al
solutions can be difficult when differetdams use varying methods to develop Al solutions, manage data, and
collaborate with quality teams. This lack of standardization makes it hard to apply lessons learned from one
project to another, hindering the ability to scale successful solutiongefficiAdditionally, realworld data is

often private and proprietary, posing further difficulties in sharing and leveraging data across different
applications andrganization’

Ensemble Learning

Ensemble Learning (EE)s an ML technique that combines multiple individual models, referred to as base
learners, to create a more accurate and robust prediction model. The base learners can be weak or strong, an
their combined output is often superior to that of any singleafo

The basic concepts of Ensemble Learning are the following:

1 Base Learners:The individual models that make up an ensemble. These can be weak learners, which
are slightly better than random guessing, or strong learners, which have high predictive accuracy.

1 Weak Learner: A model that performs slightly better than random chance. In ensemble learning,
multiple weak learners are combined to create a strong learner.

1 Strong Learner: A model that has high accuracy and predictive power.

We can distinguish four major categories of Ensemble Learning:

1 Bagging (Bootstrap Aggregating):
o0 Process:Multiple versions of a dataset are created using bootstrap sampling (sampling with
replacement). Each version is used to train a different base learner.
o Examples: Random Forestswhere multiple decision trees are trained on different bootstrap
samples and their outputs are averaged.
1 Boosting:
0 ProcessBase learners are trained sequentially. Each new model focuses on the errors made by
the previous models.
o Examples:AdaBoost, Gradient Boosting Machines (GB#and XGBoost

1 Stacking:
0 Process:Different models (base learners) are trained on the same dataset. The predictions of
these models are then used as inputs for a-leataer, which makes the final prediction.
0 Examples: Combining linear regression, decision trees, and neural networks where their
outputs are used to train a logistic regression model as thdeneatar.

3 Zha, Daochen, et al. "Datzentric ai: Perspectives and challeng&dceedings of the 2023 SIAM International Conference on Data Mining (SDM)
Society for Industrial and Applied Mathematics, 2023

4 Zha, Daochen, et al. "Dataentric ai: Perspectives and challeng@sdceedings of the 2023 SIAM International Conference on Data Mining (SDM)
Society for Industrial and Applied Mathematics, 2023.

5 Sagi, Omer, and Lior Rokach. "Ensemble learning: A surk&jléy interdisciplinary reviews: data mining and knowledge disco®ery2018): e1249.

6 Breiman, Leo. "Random forestdachine learningd5 (2001): 532.

7 Freund, Yoav, Robert Schapire, and Naoki Abe. "A short introduction to boosimgriatJapanese Society For Artificial Intelligendd.771780
(1999): 1612.

8 He, Zhiyuan, et al. "Gradient boosting machine: a sunaXIV preprint arXiv:1908.069512019).

9 Chen, Tianqi, and Carlos Guestrin. "Xgboost: A scalable tree boosting syStmuededings of the 22nd acm sigkdd international conference on
knowledge discovery and data minir2§16.
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1 Voting:

o Process:Multiple models are trained on the same dataset. For classification, each model votes
on the class, and the majority vote is taken as the final prediction. For regression, the average
prediction is used.

o Examples: Hard voting (majority class wins) and soft voting (average of predicted
probabilities).

Unlike singlemodel approaches, ensemble learning leverages the diversity of multiple models to improve
performance. It reduces overfitting by averaging out biases, handles more complex data patterns, and enhance:
generalizability. Single models may suffesm high bias or variance, but ensembles balance these errors more
effectively.

Ensemble learning is crucial for improving model accuracy and robustness, especially when dealing with
complex datasets or problems with high variance. It enhamcelels' predictive performanceaking it a
preferred choice in competitions and rearld applications where accuracy is paramount.

The primary benefits of ensemble learning include:

1 Improved Accuracy: Combining multiple models often leads to better accuracy compared to a single
model.

T Reduced Overfitting: Ensembles can reduce the risk of overfitting, particularly if the models are
diverse, by averaging multiple models

1 Better Generalization: Ensembles tend to generalize better to new, unseen data.

These advantages make ensemble methods highly effective for both classification and regression tasks. Despite
the effectiveness of ensemble learning in improving predictive accuracy and robustness, one should also be
aware of the associated challenges aodsiderations. Ensemble learning presents several challenges and
considerations that must be addressed to maximize its effectiveness. One major challenge is computational
complexity, as training multiple models and combining their predictions can resigrificant computational
resources and time. Another consideration is interpretability; ensembles, particularly those that incorporate
numerous complex models, can be difficult to interpret, making it hard to understand how predictions are made.
Additiondly, the success of ensemble methods heavily depends on the diversity of the models used; ensuring
that the base learners are diverse and make different errors is crucial for achieving the best performance and
reducing overfitting.

Recent advances in ensemble learning have focused on improving fairness and integrating deep learning
techniques. Fairness in ensemble learning aims to address biases in models to ensure equitable predictions acro:
different demographic groups, mitigatingsues of discrimination and promoting ethical Al practices.
Additionally, ensemble learning in deep learning involves combining multiple deep neural networks to enhance
robustness and accuracy. This approach leverages the strengths of various neorél aretitectures,
resulting in models that are more resilient to errors and capable of delivering superior performance in complex
tasks.

Continual Learning

Continual Learning (C)2°, also known as Lifelong Learning, is an approach within machine learning that allows
models to learn continuously from a stream of data, adapting to new information without forgetting previously

10 De Lange, Matthias, et al. "Continual learning: A comparative study on how to defy forgetting in classificatiorataskgreprint
arxiv:1909.08382.6 (2019): 2.
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acquired knowledge. This paradigm is crucial for developing systems that need to evolve over time, such as
autonomous agents, personalized recommendation systems, and adaptive userfhterfaces

CL strategies can be broadly categorized into three main approaches:

9 Architectural Approaches: These involve modifying the neural network architecture to accommodate
new information without disrupting existing knowledge. Techniques include adding new neurons or
layers to the network, such as Progressive Neural Networks, which create subnetwnéeys fasks
while preserving the original network.

1 Regularization Approaches Regularization methods adjust the learning process to minimize the
impact on previously learned tasks. Techniques like Elastic Weight Consolidation YE@)
Learning Without Forgetting (LWFE) constrain the updates to critical parameters, preventing
significant changes that could lead to forgetting.

1 Memory-Based ApproachesThese methods maintain a buffer of previous data sampleranded
during training to reinforce old knowledge. This helps the model remember past information while
learning new tasks. Examples include experience replay and generative replay, where past experiences
are either stored explicitly or generated by a modelused during training.

The main benefits of using CL methods can be summarized as follows:

1 Enhanced Adaptability: CL systems can adapt to new information and changes in the environment
without requiring complete retraining from scratch. This ability allows for more flexible and responsive
Al models that remain relevant and accurate over time.

1 Improved Efficiency: By leveraging previously learned knowledge, CL reduces the need for extensive
data and computational resources when encountering new tasks. This efficiency can lead to faster
development cycles and lower costs associated with model training.

1 Better Generalizationt CL helps models generalize better by incorporating diverse experiences over
time. This generalization is crucial for creating robust Al systems capable of performing well in various
scenarios and tasks.

1 Reduced Data RequirementsUltilizing transfer learning techniques, CL systems can achieve high
performance on new tasks with less data. This reduction in data requirements is particularly beneficial
in domains where data collection is expensive or{o@suming.

1 Mitigation of Catastrophic Forgetting: Catastrophic forgetting occurs when a model loses previously
learned information upon learning new data, leading to a decline in performance on previous tasks. CL
incorporates strategies to balance stability and plasticity, allowing systems to retainlezahsights
while integrating new knowledgendensuring consistent performance across tasks.

1 Incremental Improvement: CL allows models to improve incrementally, similar to human learning
processes. This incremental improvement fosters a more natural and continuous development of Al
capabilities, aligning better with realorld applications where new data is continuogsperated.

Despite its potential, CL faces several challenges:

11 Wang, Liyuan, et al. "A comprehensive survey of continual learning: theory, method and applit&&@h Transactions on Pattern Analysis and
Machine Intelligencg2024).

12 Kirkpatrick, James, et al. "Overcoming catastrophic forgetting in neural netw®reedings of the national academy of scieddes13 (2017):
3521-3526.

13Li, Zhizhong, and Derek Hoiem. "Learning without forgettingeEE transactions on pattern analysis and machine intelligdfcg2 (2017): 2935
2947.

16



MLSysOps D4 .4 Final Version of Al Architecture and ML Models

1 Scalability: Efficiently scaling CL models to handle vast amounts of data and numerous tasks is a
significant challenge.

1 Evaluation Metrics: Robust metrics must be developedevaluate the performance of CL systems
across various tasks and over time

1 RealWorld Applications: Bridging the gap between theoretical advancements and practical, real
world applications remains an ongoing research challenge.

Despite its potential, CL faces several challenges. One significant challenge is scalability, as efficiently scaling
CL models to handle vast amounts of data and numerous tasks is difficult. Another challenge lies in developing
robust evaluation metrics tassess the performance of CL systems across various tasks and over time.
Additionally, bridging the gap between theoretical advancements and practicalprishhpplications remains

an ongoing research challenge.

Explainable Artificial Intelligence

Explainable Al (XAl}*is a field dedicated to making the decisimaking processes of Al models more
transparent and understandable to humans. As Al systems become increasingly complex and integrated into
critical applications, the need for explanations that are comprehettsibikeholders has grown. XAl aims to
provide insights into how Al models arrive at their decisions, ensuring they are not only accurate but also
trustworthy and aligned with human values and expectations

Explainable Al (XAl) methods can be classified according to different criteria:

1 The first criterion distinguishes between intrinsic and {hast methods. Intrinsic methods, such as
Linear Regression, analyse models during training or are inherently interpretableo®astthods,
like LIME?®, are applied to trained models to generate explanations.

1 The second criterion differentiates between mageicific and modehgnostic methods. Model
specific methods, such as Layeise Relevance Propagation, are tailored to specific model types and
require detailed knowledge of the model's inner workingsohtrast, modehgnostic methods, like
SHAPY, can be applied to any model type by manipulating inputs and features without delving deeply
into the model's internal mechanics.

I The third criterion considers the scope of the explanation, distinguishing between local and global
methods. Local methods, such as counterfactual explanations, focus on specific data instances or
features. Global methods, like prototypes, examine ovexadlel behaviour or dataset patterns.

1 The fourth criterion focuses on the type of explanation provided. This includes intrinsically interpretable
methods, knowledge extraction methods that use interpretable models to extract insights from complex
models, feature influence methods that sumreamstatistics on features or their interactions,
visualizations that use plots or graphs to convey explanations, and exzampte explanations that
concentrate on specific data instances.

Key properties of effective explanations include accuracy (performance on unseen data), fidelity (capturing the
bl ack box model s behaviour), consistency (similar
(similarity between explanatins for similar instances), comprehensibility (ease of human understanding),
certainty (reflecting the certainty of predictions), degree of importance (showing the importance of each
component), and novelty (ensuring the instance istepliesented by thaata).

14 Hoffman, Robert R., et alMetrics for explainable Al: Challenges and prospeasXiv preprint arXiv:1812.0460&018).
15 Dwivedi, Rudresh, et al. "Explainable Al (XAl): Core ideas, techniques, and soluth@d"Computing Surveys5.9 (2023): 133.

16 Ribeiro, Marco Tulio, Sameer Singh, and Carlos Guesttiwhy should i trust you?" Explaining the predictions of any classifferdceedings of
the 22nd ACM SIGKDD international conference on knowledge discovery and data.rabiieg

17 Lundberg, Scott M., and Su Lee. "A unified approach to interpreting model predictiodgiVances in neural information processing syst8éns
(2017).
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Explanation methods themselves have important properties, including expressive power (the structure of the
explanation), translucency (the degree of insight into the model), portability (applicability across different ML
models), and algorithmic complexifgomputational overhead).

Humanfriendly explanations should be contrastive, selective, consistent, probable, and generic. Contrastive
explanations, which compare different scenarios, are particularly intuitive and align well with human thinking
processes. Counterfactual explanasiare popular for providing such intuitive, exardApésed explanations.

Figure2.1 provides a visual representation of various XAl methods categorized according to these approaches.

Global \
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Local Global Local
ocal
Decision Sets Mimic Learning Rule Extraction gt ot e e )
] - . ,
e A P Individual Conditional Expectation Curves i _statisti
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Linear Regression I Decision Trees ] Naive Bayes [ RuleFit Scoped Rules (anchors) Global Surrogate Models
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Integrated Gradients ] Network Dissection | TCAV Example-Based Methods

Figure 2.1: A taxonomy of Explainable Al methods

Federated Learning

Federated Learning (F¥)is an innovative approach to machine learning that enables the training of models
across decentralized devices holding local data samples, without exchanging the data itself. This method
addresses significant concerns related to data privacy, secudtacaessibility, which are critical in various
sectors such as healthcare, finance, and beyond.

At its core, federated learning allows multiple entities, often referred to as clients (such as mobile devices or
edge serversjp train a shared machine learning model collaboratividhe primary advantage is that the raw
data remains on the local devices, and only model updates, like gradients or weights, are transmitted. This

18 Zhang, Chen, et al. "A survey on federated learnikgdwledgeBased Systen216 (2021): 106775.
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ensures that sensitive information is not exposed or centralized, mitigating privacy risks. The general workflow
of federated learning involves several key stapshown irFigure2.2 below:
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Figure 2.2: Workflow diagram of federated learning

Initialization : A global model is initialized at a central server and sent to all participating clients.

Local Training: Each client uses its local data to train the model independently.

Update Aggregation Clients send the updated model parameters back to the central server.

Model Update The central server aggregates these updates (typically through methods like federated
averaging) to update the global model.

Iteration : This process is repeated iteratively until the model converges to a satisfactory performance
level.

Federated learning can be categorized based on how the data is distributed across the clients:

1

1
1

Horizontal Federated Learning. Involves data that is distributed across clients that have similar
features but different samples.

Vertical Federated Learning: Entails clients that have different features but the same set of samples.
Federated Transfer Learning Combines aspects of horizontal and vertical federated learning. It is
often used to improve model performance on specific tasks uskigapred models finduned on local
data.

In the realm of the Internet of Things (loT), federated learning allows for the aggregation of insights from
numerous distributed sensors and devices, fostering the development of intelligent systems that can operate
efficiently without the need for massidata transfers. This approach is particularly beneficial for scenarios
involving limited bandwidth or strict data privacy requirements.

While federated learning presents numerous advantages, it also faces several challenges:

f

f

)l

Data Heterogeneity The variability in data distributions across clients can affect model performance
and convergence.

Communication Overhead Frequent communication between clients and the central server can be
resourceintensive and slow down the training process.

System and Model Robustnesst is critical to ensure the reliability and robustness of the federated
learning system, especially in the presence of unreliable or malicious .clients

Recent advancements in federated learning aim to address these challenges through innovative solutions. Fo
instance, dynamic regularization techniques help manage data heterogeneity, while advanced encryption
methods ensure the secure and efficient agdiay of model updates. As research in this field progresses,
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federated learning is expected to become increasingly robust and scalable, further solidifying its role as a pivotal
technology for privacypreserving machine learning.

Few-shot Learning

Fewshot learning (FSL) is a subfield of ML and deep learning focused on training models to achieve high
performance with very limited data. Unlike traditional supervised learning methods that require large amounts
of labelled data, fevghot learning aimt® enable models to generalize from only a few examples. This approach
is particularly valuable in scenarios where acquiring extensive labelled datasets is impractical or expensive.

Fewshot learning is typically categorized based on the number of examples provided during training:

1 Zero-Shot Learning: The modepredictsclasses it has never seen during training, leveraging semantic
information or auxiliary data about the classes.

1 One-Shot Learning: The model is trained with only one example per class. This requires the model to
generalize from a single instance.

1 Few-Shot Learning: This category involves more than one but still a very limited number of examples

Several approaches have been developed fesfmwlearning:

1 Meta-Learning (Learning to Learn): Metalearning involves training a model on a variety of tasks so
that it can quickly adapt to new tasks with minimal data. Médglostic MetalLearning(MAML) °is
a popular algorithm in this categotyfocusesn finding a good initialization of model parameters that
can be finetuned with a few examples.

1 Metric Learning: This approach aims to learn a similarity metric to compare examples. Techniques
such as Siamesetworkg® and prototypicahetwork$! fall under this category. They focus on learning
a distance function to measure how similar or dissimilar two examples are.

1 Data Augmentation This technique involves generating additional training examples by applying
various transformations to the existing data. For instance, in computer vision, transformations like
rotation, scaling, and flipping can be used to create new images from itieel lavailablesample$.

1 Generative Models Models like Generative Adversaridlletworks (GANsY? and Variational
AutoencodergVAEs)** can generate new data samples that resemble the few available examples,
thereby augmenting the training dataset.

Fewshot learning offers several significdgnefit$®:

1 Reduced Data Requirementslt significantly reduces the amount of labelled data needed, making it
feasible to develop machine learning models in-datace environments.

1 Cost and Time Efficiency Fewshot learning reduces the costs and time associated with data collection
and labelling by minimizing the need for extensive labelled datasets

19 Finn, Chelsea, Pieter Abbeel, and Sergey Levine. "Magdrbstic metdearning for fast adaptation of deep networkstérnational conference on
machine learningPMLR, 2017.

20 Wang, Bin, and Dian Wang. "Plant leaves classification: A-$bat learning method based on siamese netwtgke Accesg (2019): 151754
151763.

21 Snell, Jake, Kevin Swersky, and Richard Zemel. "Prototypical networks fesHetMearning.’/Advances in neural information processing systems
30 (2017).

22 Shorten, Connor, and Taghi M. Khoshgoftaar. "A survey on image data augmentation for deep Idauningl. bf big data.1 (2019): 148.

23 Robb, Esther, et al. "Feshot adaptation of generative adversarial netwodeXIVv preprint arXiv:2010.11948020)

24 Wei, Ruogi, and Ausif Mahmood. "Optimizing festot learning based on variational autoencodéistfopy23.11 (2021): 1390.

25Wang, Yaging, et al. "Generalizing from a few examples: A survey osslfetlearning.’/ACM computing surveys (csus3.3 (2020): 134.
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1 Enhanced Flexibility and Adaptability: Models trained with fevghot learning can quickly adapt to
new tasks with minimal additional training, making them versatile and suitable for dynamic
environments.

1 Broad Applicability : Fewshot learning has applications across various domains, including computer
vision (e.g., image classification, object detection), natural language processing (e.g., text classification,
sentiment analysis), and robotics (e.g., object manipulationigmplanning).

Despite its advantages, feshot learning also presents several challenges. One challenge is model complexity,
as fewshot learning models, especially those based on-le@taing, can be complex and computationally
intensive. Another challenge is genezation, ensuring that models generalize well from a few examples to
unseen data can be difficult, and poor generalization can lead to overfitting on the limited training data.
Scalability is also a challenge, as applying f&vot learning to largecale poblems or domains with high
variability remains difficult. Models must balance learning useful representations and maintaining
computational efficiency. Lastly, evaluating falot learning models can be tricky because standard metrics
used for traditionamachine learning may not be directly applicable or sufficient to capture the nuances of
performance in fevshot scenarios.

Reinforcement Learning

Reinforcement LearnindR() is the subset of ML in which an agent is trained through adnidlerror process

by interacting with an environment and observing its response. More concretely, at each discretedtithestep
agent observes the cuyexeotastan actioiw i, and nomsequently sreceivésahe e
subsequent state along with a reward . Figure2.3 presents the main RL loop. The possible states the
agent can observe at any given timestep form a mathematical set; the state space, déhStedlady, the

set containing the agentos possi bb.&inallyctheirewwardgivenn a
to the agent at each timestep is calculated based on the reward fifetlunh acts as the feedback mechanism

directly influencing the agentés behaviour. A hi
agent 6s perspective. A sequence of interactions b
statei and concluding at a terminal state, define an episode of lengtdik The agent 6s pr i me
to optimize the total cumulative rewadd B 1  accumulated over an episode to achieve its goal. This

optimization may also influence the length of an episode, depending on specific problem requirements. A policy
“ 1 is a function that maps the observed state an actioniy driving the decisiommaking strategy of the
agent at each timestep. It shows the actions that the agent should take for every possibie State

vy

Learning agent

State §;

N

Reward R, Action 4,

i O |4
St+1

Environment

-

Figure 2.3: The core RL training loop
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The agent, through its experiences, tries to improve its policy iteratively, either directly or indirectly. In addition
to the policy, the agent uses two complementary functions to facilitate training. The first is thalsiate
function o (i 0), which estimates the cumulative future rewards the agent can obtain from a given state. The
other one is the actievalue functiord« (i o, ¢¥) which estimates the cumulative future rewards the agent can get
performing a specific action at a given state. In simple terms, the value functions estimate how good it is for the
agent to be in a particular state or take a specific action. A foundatione¢pt in RL is the exploratien
exploitation tradeoff, where the agent strikes a balance between two opposing strategies. Exploitation means
using already gained knowledge and choosing an action proven to workuwtdlican also be suboptimal or
problematic. Exploration means trying something new that may lead to better outcomes in the future. Finding
the optimal balance between exploration and exploitation is a critical challenge in RL, aiming to maximize long
term goalsRegarding the mathematical formulation of RL, the system setting can be encapsulated as a Markov
Decision Process (MDP). The name MDP refers to the fact that the RL problems follow the Markov property,
meaning that the state transitiqhé io+1) depend only on the current state and the action takehnot on

any previous states or actions.

2.1.1 Deep Reinforcement Learning

DRL has significantly boosted the performance of RL methods by leveraging deep learning capabilities. DRL
has been successful in complex and dynamic environments where traditional RL approaches faced challenges
with scalability. By employing deep learningpdels, DRL agents benefit from robust function approximations

and the ability to handle larger statetion spaces. One advantage of DRL is its capacity for representation
learning, allowing agents to extract meaningful features from raw sensory dai@pame: underlying patterns

and structures. More concretely, deep learning can be incorporated into RL by using deep neural networks to
learn the mapping of states into actions (policy) or estimating the cumulative reward from a specific state until
the er of the episode (state value), as sedrignre2.4. However, it is essential to acknowledge the challenges

and costs associated with DRL. Computationally, DRL models can be significantly resmensive.
Moreover, the complexity introduced by DRL can reduce interpretability, making it challenginderstamd

the decisiormaking processés
/ Action
\ State Value

Figure 2.4: Depiction of how deep learning is incorporated into the RL paradigm

State

2.1.2 Categories of RL Algorithms

The available RL methods can be categorized according to various criteria. Here, we will recap the most
important ones.

On-policy and Off-policy. Regarding how an RL algorithm utilizes experiences to update its policies or value
functions, we can distinguidietweeron-policy and offpolicy algorithms. Ospolicy algorithms directly learn

the value of the policy being learned by making decisions based on the current policy and adjusting it in real
time based on the feedback received. In contraspadity algorithmsdecouple the learning policy from the

26 Arulkumaran, Kai, et al. "Deep reinforcement learning: A brief sSUni&EE Signal Processing Magazid.6 (2017): 2638.
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decision policy, allowing the agent to learn optimal behaviour from exploratory actions derived from a different
policy.

A critical component in ofpolicy algorithms is theeplay buffer which stores experience tuplaesage, action,

reward, nextstafe col |l ected during the agentbés interaction
to revisit previous states, actions, and outcomes, facilitating learning from past experiences. The replay buffer
serves multiple purpose§) it breaks the temporal correlations between consecutive learning safiples,
enriches the learning process by reusing past experience@j)aimproves the efficiency and stability of the
learning algorithm. A replay buffer allows the integration of diverse experiences into the learning process,
enhancing the agentés ability to generalize and a

Generally, orpolicy algorithms offer more stable learning, better sample efficiency, and expleration
exploitation balance. However, they may hesitate to try new actions, and the convergence may be slow. On the
other hand, ofpolicy algorithms offer dataeusability because another policy can use the experience tuples
stored from one ofpolicy algorithm Also, they separate exploration and exploitation, providing a clear
distinction between these two that allows exploration without sacrificing exploitdfioreover, they are more

flexible in adapting to new changes without affecting learnieg.off-policy algorithms are more unstable,

data inefficient, and do not balaneeploration and exploitatiowell.

Value-based, Policybased and Actor-Critic. Suppose we focus more on what the RL agent tries to learn and
update through interaction with the environment. In that aasegan categorize the algorithms inalue

based policy-based andactor-critic. Valuebased methods focus on estimating a value for each state or state
action pair that represents the expected cumulative reward that the agent can get. By iteratively updating value
estimates based on observed rewards and state transitions, thesgsreetble the agent to make decisions

that maximze longterm expected rewards. However, they may struggle with-diigiensional state spaces,

where possible states become significantly large. Despite this limitation;headee methods are powerful
approaches to learning optimal policies based on \etimates.

On the other hand, polidyased methods directly try to learn the optimal policy, determining the action selection

at each state. These methods aim to maximize the expected cumulative reward through iterative updates to the
policy. The policy is updated ward higher expected rewards using techniques like policy gradients, which
employ gradient ascent. This enables the agent to explore and improve its behaviour without relying on value
estimation. However, these methods often encounter the challenge whhagite in the estimated state value,

which can negatively impact the stability and convergence of the training processes. Despite this challenge,
policy-based methods offer a direct and flexible approach to learning optimal policies.

Last, actoscritic methods combine the strengths of vahased and polichased approaches by incorporating

two distinct components: an actor and a critic. The actor learns the policy and makes action selections based on
the current policy. At the samentie |, the critic acts |like the actord
providing feedback to guide the learning process toward better policies. This combination allows more efficient
learning and improved decisignaking in dynamic environments. T8&e methods benefit continuous
environments where actions are represented as real values by amortizing the variance in-thkiestate
estimations.

Model-based and Modelfree. Finally, another possible categorization in RL is whether the agent keeps a
model of the environment throughout the learning process.

Inmodetbased RL, the agent Kkeeps an internal envir
This model mi mics the environmentds responses t
possible future trajectories and choos#ioas that lead to desirable outcomes. In contrast, in rroekel
methods, the agent directly learns a policy or value function without relying on an explicit model of the
environment. Most techniques found in the literature primarily employ riceebppoaches.

on
(0]

Modeklbased RL offers efficient planning and sample efficiency through model simulations. Also, if the model
is accurate, it can be transferred and reusesimilar environments. However, an inaccurate model highly
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affects the quality of decisiemaking, leading to suboptimal and even catastrophic decisions. Moreover,
building an accurate model is challenging and may require substantial computational resources. On the other
hand, modefree approaches are simpler aader to use as they avoid the model inaccuracy problem. Also,
because no model exists, these methods can more easily be generalized and applied across different
environments and tasks. Yet, moflele algorithms are usually more sample inefficient, méomimore
interactions to learn an optimal policy. These methods may never reach the performance oflzaseodel
approach with an accurate model. The decisi@king is also less efficient as the lack of a model disables the
agent's abilityto plan.

Figure2.5 presents a Venn diagram of the different RL methodologies. This diagram makes it clear that these
RL categoriesnay alloverlap with each other. Actaritic, valuebasedand policybased methodsay or may

not have a modeso thatthey may be modédtee or modebased. In other words, retaining or not a model of

the environment is an option that is completely independent of the method used, whether itlisasede
policy-basedor actokcritic.

Table 2.1 summarizes the benefits and limitations of the different types of RL and provides some notable
examples of algorithms for each type.

Model-free

Value function /Actor Policy
critic

Value-based Policy-based

Model-based \

Figure 2.5: Different types of RL algorithms

Table 2.1 summarizes the benefits and limitations of the different types of RL and provides some notable
examples of algorithms for each type.

Table 2.1: Comparison of RL algorithm types.

RL Category Benefits Limitations Notable Algorithms
Value-based Strong convergence Struggle on highdimensional Q-learning, SARSA,
properties and continuous action space DQN, DDQN

Policy-based Efficient in large and Unstable and slow convergen{ REINFORCE, PPO,

continuous action spaces due to high variance TRPO
Actor-critic Improved stability Increased complexity DDPG, PPO, A2C, A3C
TD3, SAC
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Modelfree | Simpler to implement, witf  Requires a large amount of All of the above
no need for an explicit interaction data, less sample
model efficient

Modelbased | Sample efficient can plan| Model inaccuracies can lead tf DynaQ, MuZero, World
ahead poor performance, increased Models
complexity

DeepQ-Network

Deep @QNetwork OQN) represents a key RL agent architecture in our methodology. Leveraging a replay buffer,
a target network, analgradient clipping, DQN enables the network to learn from past experiences, enhancing
decisionmaking and adapting tdifferent network conditions.DQN employs the Qearning concepta
technique aiming to learn a-fQnction that assigns a value to each station pair to maximize cumulative
reward over timeThe Qfunction is denoted & ( s ,, @herdn)sis the statea is the action, and represents

the weights of the DQN model neural netwarid has the form:

O iR Y nitéo 0 i MdNss0¢40
whereR: is the reward obtained after taking actaim states at time stef, 2is the secalled discount factor,
and the last term ihe maximum predicted action value in the next stasecording to the target networko
mitigate the issue of sequential correlation in experience data, DQN uses anweplayybuffer. This buffer
stores past experiencéstate, action, reward, new statafid randomly samples mibatches of experiences
from the buffer during training? target network is used to stabilize the network trainifige target network is

a copy of the main network that is periodically updated with the weights of the main natgorkling to the
following:

—240%4AB | —DAocho :
wheredargerare target network weightsdgnerare the @etwork weights, antlis the target update intervalo
ensure proper exploration of the environment, DQN can use strategifgiiedy wherethe agent chooses a
random actiorwith probability Uinstead of the action that maximizes the estimatddr@tion. DQN training
aims to improve the agent policy over time, letting it learn from past experiences and updafenitid
estimate The DQN policy is deterministiceach state is directly npped to an action without considering a
probability distribution.Thence,DQN relies on estimating the action valubat is, Q), and the policy is

implicitly defined as the action that maximizes this estimated action \aloentrastmodels such aBPOand
A2C handle stochastic policies.

Proximal Policy Optimization

Proximal Policy Optimization§PO) is another crucial RL agent architecture we employ. Known for its stability
and sample efficiency, PPO ensures robust learning by optimizing policies iteratively. Its role in the
methodology is to enhance the adaptability of the network, especiallynargxewhere dynamic adjustments

are required to meet latency and performance targies.policy returns a probability distribution over all
possible actions for a specific stabamely, we have the distribution:

A ®F
representinghe probability of selecting the actionn t he st ate st, and the netyv
during training. Hence, parameters follow a direct policy optimization approach. During training, the goal is

to directly improve the policy rather than focusing solely on estimating the actio® MdnePPO algorithm is
designed to ensure stability by avoiding excessively large updates in a single step.
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In addition to the policy, PPO may involve a value function (state value) that estimates the value function of the
state, helping to evaluate the goodness of the actions taken. This function is the following:

wi r'Y h

whereV(s)is the value of the statgais the discount factor, and Rt+1 is the reward at tinde Moreover, a
regularization term may involve a policy entropy, promoting diversity in the actions chosen by the agent. PPO
computes a probability ratio between the new and old policies for eaclactiate pair, evaluating how much

the new policy has impxed compared to the previous one. A key element of PPO is advantage clipping, which
limits the policy update within a range, avoiding excessive variatirsboth PPO and A2C, the advantage is
intended to be the difference between the reward obtained and the estimated value of the state.

Advantage Actor Critic

Advantage Actor CriticA2C) is an actorcritic architecture that further strengthens our RL approach. With a
focus on balancing exploration and exploitation, A2C facilitatea¢h@ork'sability to make optimal decisions

in reattime. The integration of A2C underscores our commitment to achieving-aepsitfizing network that

aligns with user and application demand®2C algorithm combines elements of Advantage Learning
(specifically Advantage Function) and Critic Learning. It is desigoddain agents efficiently and help them

make decisions in complex environments. A2C uses a policy (actor) that is a parameterized function mapping
the environment states to probability distributions over actions. This policy represents the agent's behaviour.
A2C uses a state value function (ciitilbat estimates the expected value of a state. This function helps evaluate
the goodness dhe actions taken

The Advantage component of A2C comes from the Advantage Function, which measures how much better (or
worse) an action is compared to the expectations of the value functiocagdenbjective is to maximize the
cumulative reward over time. The agent simultaneously learns an optimal policy (actor) and an accurate estimate
of the value function (critic). A2C updates the model by using gradients calculated with respect to a combination
of the loss from the policy (actor) and the loss from the value fungiiic). During training, the agent interacts

with the environment, collects experiencasd uses theno update its model.
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3 ML architecture and system design

MLSysOps aims to manage a multitude of software systems and the underlying hardware infrastructure that

Northbound API

MLSysOps Agent Architecture

Machine

Learning
Models

Southbound API

MLConnector

Trust asseseement & management

Anomaly detection

Special Infrastructure
management (Optical Storage Telemetry
network, 5G UPFPlacement) Architecture

Hardware Configuration

hosts the

Figure 3.1 illustrates an abstract overview of tAechitecture The framework's main building blocks are the
agens and ML architecture. The different agents of the system interact with the rest of the environment with
specific interfaces that are distinguished based on the entities that they interface with; 1) Northbound API: the
system users (Application and Systeurdinistrator), 2) Southbound API: the various underlying software and
hardware configurations and the telemetry systemL3}onnecor: the plugin ML models that help the agent

make decisions.

The framework operates on the assumption that applications run within containers, with container management
handled by the orchestration architecture across different levels of the slice continuum. Enhanced container
runtime features offer application ater@tion and an interface with the MLSysOps agent for efficient resource
use. These agents can also adjust specific hardware settings.

This project also includes managing the 5G infrastructure and configuring the network of the datacenter cluster
that trains large machine learning models. The MLSysOps framework treats these operations as special use
cases with requirements. A similar apach applies to the storage component, which is differentésteah
infrastructure resource available for application usage.
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Figure 3.1: MLSysOps architecture

Additionally, the framework includes Anomaly Detection and Trust Assessment modules, which operate
independently but use available interfaces to inform the MLSysOps agents. These modules canMé&verage
models via théMLConnectorto enhance their outcomes. The interactions between modules and the ML models
are managed by the different types of agents that MLSysOps defines W @wnnector In the following
section, we will delve into the different types of agents within the framework and their spaesic r

MLSysOps agents

In the MLSysOps framework, agents are indispensable, serving as the system's core intelligence. Agents at all
levels shoulder several responsibilities, such as:

28
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Data Interaction and Forwarding: Agents are intermediaries for telemetry data collected from
monitored computing nodes. They receive this data and perform essential tasks such as filtering,
aggregating, and processing it. Subsequently, they provide this refined information as imgut to t
selected machine learning model, enabling comprehensive analysis and informed -teatisngy

High-Level DecisiorMaking: Agents are responsible for making critical higiael decisions for the
system, which includes carefully selectiagd invokingthe most appropriate ML model based on
overall system optimization objectives and the unigue agent architecture.

Action Consistency AssessmeniAfter receiving the ML model's output, agents assess whether the
proposed action aligns with the application's specificati@®ugppose the action deviates from the
desired outcome or is invalid. In that casgents promptly issue a negative feedback signal to the ML
model, ensuring precise and effective decisitaking within the system.

Transforming Information into Action : Foll owing the ML model 6s o
information into actionable commands and optimization objectives. These directives are then directed
towards external frameworks or are integrated into the lower levels of the agent's architecture.

Model Retraining Management Agents are tasked with initiating the retraining process of ML models
upon detecting model drift. This action continuously adapts and enhances the ML model's performance
over time.

Anomaly Detection and Trust Evaluation Agents assume control over anomaly detection
mechanisms and trust evaluation processes, ensuring the system's reliability and robustness.
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1 Responsivenes® System Administrators' commands: Agents are designed to maintain responsiveness
to signals from system administrators, allowing for the straightforward deactivation of ML with a simple
humaninitiated button press.

1 Transition to Conventional Techniques Agents facilitate a smooth and efficient transition to
conventional optimization techniques, such as-balsed or heuristic approaches, when necessary.

1 Logging for Accountability: Throughout these multifaceted responsibilities, agents maintain

meticulous logs of their actions, complete with timestamps. This logging ensures accountability and
transparency in their decisianaking processes.

The MLSysOps framework defines three distinct types of agents. At the highest level, often referred to as the
continuum or entry-point agent, the system begins with input information from an application scenario. The
primary output at this stage comprises subgraphs, also known as clusters, which represent distinct application
components and allocate the budget or resources requirathfong these clusters effectively. Moving down

to the cluster-level or infrastructure sliceagent, its role is to make @ial decisions regarding the nodes
involved, the connections between them, and the equitable distribution of the budget. This includes allocating
components to specific nodes, splitting the resource budget, and establishing the necessary conneaions. At th
boundary of the infrastructur@ode-level agents come into play with their responsibilities, which involve
selecting the appropriate frequency and acceleration settings, selecting the type of hardware acceleration (GPUs
FPGAs, etc.) when available, afide-tuning the system for optimal performance at a more granular level.

Figure3.2 illustrates the internal architecture of the lowtst agent within the hierarchy, known as the Node
Agent. Through the Southbound API interface, it receives telemetry and configuration information originating
from the node on which it is installed. This information is then gathered by its Resource Collector entity.
Subsequently, this data is transmitted in the form of Metrics to the Intent Target Module component, which
addresses all the agent's objectives. idaithlly, it is sent to the State Monitor component in the form of a
Snapshot.
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Figure 3.2: Node-level agent architecture

At the core of the Node Agent lies the Node Agent Manager, which serves as the central hub for consolidating
information from the entities mentioned above and transmitting it to ML model services Wid@unector

interface. The latter can establish direct connections with local ML models installed on the physical computing
node or access the Masa-Service (MLaaS) component, which offers the latest ML models refined through
reinforcement learning. The Node Agévianager also efficiently oversees bidiienal communication with

other agents within the hierarchy, thanks to the Message Dispatcher component. The outputs generated by the
ML service are further processed and relayed to the Command Adapter compdnehtjs tasked with
converting these outputs into actionable commands and optimization objectives. The Node Agent Manager
follows apredefined default behaviour if the ML service becomes unreachable or deactivated. In such cases,
the Node Agent Manager directs actions to the Command Adapter cemtpbmally, the Command Adapter

component forwards the appropriate commands to the remaining node components via the Southbound API
interface.
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Figure 3.3: Cluster-level agent architecture

The internal architecture of the Cluster Agent, as illustratdeigare 3.3 closely resembles that of the Node

Agent. The Cluster Agent receives cluster telemetry data via the Southbound API interface, which subsequently
routesit to its internal components. Within this framework, the Cluster Agent Manager assumes a pivotal role,
collecting information from the Resource Collector, Intent Target Module, State Monitor, and Message
Dispatcher and transmitting it to ML services throtlgfMLConnectorinterface when available and connected.

In the absence of the latter, the Cluster Agent Manager defaults to its standard behaviour, akin to the Node
Agent. The command Adapter component also plays a critical role by converting the duputhe Cluster

Agent Manager into actionable commands and optimization objectives. It is important to note that each cluster
corresponds to a set of nodes. These nodes have their Node agents, which communicate with the Cluster Agen

using a predefinedagent communication protocol, using their Message Dispatcher to ensure seamless
interaction.

The Continuum Agen{(Figure 3.4) is positioned at the highest level within the hierarchy as a pivotal
communication hub connecting with all external actors through a bidirectional Northbound API interface.
Handling incoming and outgoing requests and responses is the responsibilityEafdireal Connector API.
Furthermore, this APl conveys the initial intents guiding the entire system to the Intent Target Module. The
telemetry data, collected as Continuum Telemetry, enters the Continuum agents via the Southbound API
interface. The informtion generated by all internal components of the Agent is then consolidated by the
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Figure 3.4: Continuum-level agent architecture

Continuum Agent Manager, which, in turn, conveys it to ML services, should they be available and active via
the MLConnectorinterface or default to standard behaviour when unavailable. The resulting output action is
subsequently translated into a command by the Command Adapter component and relayed to the entirety of
Clusters and, consequently, Nodes throughout the systent.oftimuum Agent engages with all agents within

the hierarchy through a dedicated irgent communication protocol facilitated hetMessage Dispatcher
component.

System design

As described above, the MLSysOpsmeworkdefines distinct modules, each performing different roles. For
seamless integration, we define different ML approaches to aid the decision process for eachTinedule.
foll owing sections di scuss . ¥agod of this degtioreidts intieduce the pr o
overall system desigeach modulets relationship with the different MLSysOps aggand how they interact

with the ML repositoryFigure3.5 summarses the higHevel system design.
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Figure 3.5: High-level ML system design

Trust assessment and managemeiihe trust assessmemtodule isbased on reputation and trust
evaluation models. The system evaluates the idextiyability, and behaviour trust of nodes in the
MLSysOps network. The behaviour trust evaluation uses a repubsts®d trust evaluation model,
which considers direct trust, indirect trust, and theer's credibility to calculate and update the
reputation of service providers.

Device authentication, authorizatiorand anomaly detectionThis module performs two core roles;
Firstly, it defines a novel hybrid Physical Layer Authentication (PLA) scheme to distinguish between
authenticated devices and malicioussieesed on features extracted from the physical layer. This PLA
scheme is designed to enhance the security of wireless communications by leveraging the unique
characteristics of the physical layaraking it applicable to various communication technologies with
limited adjustments. This operatasthe node level. The other component of the module is anomaly
detection. This continuously monitors all the nededifferent leved (node, clusterand continuum) to
identify attacks or system failures and digtiirsh between them. A 4adlocation of the resources can
follow in identifying such an event. The anomaly/attack detection functionality is installed on an
independent nodavyhich isable to receive all the data from the-&lge devices, extract the relevant
features, and perform the detection process.

Dynamic storage placement and managementis module offeradistributed object storage service

for applications via an HTTP interface. It is offered via an APl compatible with Amazon Simple Storage
Service (S3), the diacto object storage interface with SDKs available in all major languages. Under
the hood, the module extends the SkyFlok Secure Distributed Storage aadeoeompasses all three
differentlevel agents.

Infrastructure management and resource placemeihis module performs various roles across all

the threeagent levels (node, cluster and continuum level). It includes mechanisms that determine the
management of resources and application execution at the initial deployment and during runtime. In
each cas, the clustefevel mechanism determines the placement of application components to one or
more nodes in the platform. Then, the néeleel mechanism is used to configure the node to optimize
performance ahreduce power dissipation.
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4 Trust assessment and anomaly detection

The OWAD Mechanism

OpenWorld Anomaly Detection (OWAD) is a mechanism designed to address the limitations of traditional
anomaly detection methods in dynamic, +akld environments. Unlike conventional approaches that assume

a static definition of "normal" behavior based initial training data, OWAD recognizes that normality can
evolve over time due to factors such as changing user behavior, system updates, environmental shifts, or the
introduction of new operational patterns.

The OWAD introduces a closddop system that continuously monitors, interprets, and adapts to these shifts.

It integrates three key components: shift detection, which identifies when and how normality has changed; shift
explanation, which pinpoints the espfic features or patterns driving the change; and shift adaptation, which
updates the anomaly detection model to align with the new normality while preserving prior knowledge. This
mechanism works as followas shown irFigure4.1):

Data Collection Anomaly Detection Qutput Calibration Shift Detection  Shift Explanation

FPRg )

Di d and
Before Shift ML Models scard an

Keep data
Training _J samples

—— ‘ mp-Distribution Test s>

FPRgLy .

After Shift

Shift i
, . Weight J
Model Fine Adaptation Consolidation

Tuning

Figure 4.1: Architecture of the OWAD module

1 Data Collection: Gathering relevant datasets that accurately reflect both normal and abnormal behavior
in a system. The goal is to capture a comprehensive range of operational scenarios so that the model
can learn what constitutes typical behavior and identify deviations it. Proper labeling of known
anomalies can significantly enhance the performance of supervised oslgmmiised detection
models.

1 Anomaly Detection An initial model is trained on a dataset representing the presumed "normal” state.
This model continuously processes incoming data streams, generating anomaly scores or predictions
for each new data point. These scores indicate the degree of deviatidhdrizarned normality pattern
established during training.

1 Output Calibration: The raw anomaly scores produced by the detection model undergo a
transformation process. This step often involves converting these scores into calibrated probabilities or
confidence estimates. Calibration techniques ensure that the scores are interpretatdmparable
over time, providing a more reliable basis for subsequent drift analysis.

9 Shift Detection: Statistical methods and change point detection algorithms are applied to monitor the
stream of calibrated anomaly scores or underlying model confidence metrics over time. This continuous
monitoring analyzes the distribution of these outputs, searchirsipfuificant deviations or trends that
indicate a fundamental change in the characteristics of the incoming data deemed "normal" by the
current model.

1 Shift Explanation: Upon detection of a significant shift, techniques from Explainable Al (XAl) are
employed. These techniques analyze the internal state of the anomaly detection model, the features of
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the data triggering the shift signal, or the distribution of data before and after the detected change point.
The goal is to identifywhich features, concepts, or data subspaces are primarily responsible for the
observed normality shift.

1 Shift Adaptation: Based on the insights gained from the shift explanation, the anomaly detection model
undergoes modification. This adaptation leverages newly arrived data (often assumed to represent the
new normality after the shift)t mightinvolve strategies like incremental learning updates to model
parameters, adjustment of decision thresholds, selective retraining focused on the features identified as
shifted, or incorporating the explanation to guide safe model updates without chiadtoayettng of
previous knowledge. The adapted model then resumes anomaly detection on the evolving data stream.
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Figure 4.2: Architecture of the Trust assessment and anomaly detection Framework.

Thetrust assessment and anomaly detectigtem features two primary agents operating in tandem: a Trust
Evaluation Agent and a Trust Action Agesuppoted byMLConnector as presented irigure4.2.

Each agent follows a consistent internal workflow. Incoming messages are first processed by a Message
Handl er , which parses and routes inputs. The Age
operational state, transitioning between phasesitikilization, processing, and response. For the Trust
Evaluation Agent, the core logic resides in the Trust Score Engine, which calculates trust metrics based on
predefined algorithms or data analysis. Conversely, the Trust Action Agent relies arsitédiion Engine to

execute decisiodssuch as granting access or triggering abetiased on trust evaluations. Finally, both agents
utilize a Message Dispatcher to propagate results, alerts, or requests to external systems or other components.

The MLConnectoroperates independently, likely serving auxiliary functions like data provisioning (e.g., user
history logs), system configuration, or integration with external services. Together, these elements form a
cohesive trustnanagement ecosystem where evaluaiot action are decoupled yet interoperable, enabling
scalable and modular security or decisinaking workflows.

Data Collection and Anomaly Data Generation

For the data collection, the hardware utilized consisted of two Raspberry Pi 5tmagiecomputers, each
equipped with 85B of RAM. These compact yet capable devices served as the core data logging platforms,
specifically configured to capture and record telemetry data streams. Leveraging the enhanced processing powel
and improved I/O capabilities of the Raspberry Pi 5 motiel,units were deployed to continuously gather
sensor readings and system metrics relevant to the experimental parametersit@dugited connectivity

options, including Gigabit Ethernet, ddadnd WiFi, and Bluetooth, facilitated both local sensor interfacing

and remote data transmission during the collection process, ensuring robust and efficient acquisition of the
required telenetry information.
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Figure 4.3: Data Collection Framework

The process depicted Figure4.3 begins with the simulation of four distinct application workload states on

two independent Raspberry Pi 5 (8GB) devicEke stress\g tool was employed to precisely generate
controlled and reproducible levels of stress on the CPU and memory subsystems of €ashdpiecialized

utility is designed specifically for loading and stressing computer systems in a configurable manner, making it
ideal for simulating the target workload conditions: Application 1 simulated an idle condition, Application 2 a
medium load Application 3 a high load, and Application 4 an extremely high load incorporating anomalies.
During this stressig-driven simulation phase on both devices, comprehensive telemetry data was collected,
capturing detailed system behavior under these defined stress profiles. This collected telemetry dataset
subsequently served as the input for the model training phasee \ah analytical model was developed to
recognize patterns and potential anomalies associated with the different load levels. Finally, the trained model
was deployed for inference on the Raspberry Pi platforms, where its performance in identifyingsifyingja

the simulated application states (idle, medium load, high load, and extremely high load with anomalies) was
evaluated, again utilizing streag to generate comparable load conditions. The entire sequence, workload
simulation (via stresag) and élemetry collection, model training, and model inference, is then repeated for a
second distinct experimental cycle, as indicated by the duplicated structure in the diagram.

The collected telemetry features provide granular insights into CPU utilization and memory behavior on the
Raspberry Pi system. CPU metrics are captured per individual core (cores 0 through 3), detailing the cumulative
time spent by each core in distingiesational states: idle (inactive), user (executing user application code),
system (running kernel code), nice (processing-polrity user tasks), iowait (idle while waiting for I/O
operations to complete), irq (servicing hardware interrupts), softand{ing deferred interrupt processing),

and steal (time lost in virtualized environments due to hypervisor servicing other virtual machines). Memory
metrics offer a comprehensive view of system RAM usage, including the absolute memory_used_bytes
(calculatel as total memory minus free, buffers, and cached memory), the fundamental
node_memory_MemTotal_bytes (total physical RAM available), and node_memory MemFree bytes
(completely unused RAM). Crucially, the data also tracks node_memory_MemAvailable bydeSmaation

of memory readily usable by new applications, incorporating reclaimable cache. Furthermorelekelnel
memory optimizations are reflected in node_memory_Buffers_bytes (temporary storage for raw disk blocks)
and node_memory_Cached_bytes (thgepaache holding frequently accessed file data for accelerated /O
performance). Collectively, these features form a detailed profile of system resource consumption under varying
load conditions induced by stresg, enabling the analysis of CPU core beiag, workload distribution, 1/0
bottlenecks, memory pressure, and cache effectiveness, which are essential inputs for training and evaluating
the anomaly detection model.
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Anomaly Data Augmentation

The process begins by loading CSV files representing all combinations of CPU load (idle, medium, high) and
memory load (idle, medium, high). For athtesthe system calculates two key statistical parameters: the mean
vector capturing central tendencies of all features, and the covariance matrix describing how these features vary
together. When generating new data sequences, the system alternates li@bdeepeyational segments and
transitional phases. For stable segments, it randomly samples di@ttiyhe original CSV data corresponding

to a specific CPumemory load combination. The length of these stable segments varies randomly between
userdefined minimum and maximum valu&ghen switching between different operational states within these
stable segments, the system generates transitional data points using Gaussian interpolation between these stab
segments

For each transition point, the system calculates weighted averages of the mean vectors and covariance matrice
from the departing and arriving operational states. It then samples from this interpolated multivariate Gaussian
distribution to create new dap@ints that smoothly transition between states. These generated points represent
hybrid operational conditions that didn't exist in the original datasets but emerge naturally during state
transitions in complex systems. We further transform this simulattora more effective anomaly detection
benchmark. During the transition phasefenthe system currently performs mathematical interpolation, we
could introduce deliberate anomaly injections. These would simulateoelal failure modes like sudden value

spikes where a randomly selected feature gets multiplied by an abnormal factoal gensor drift patterns

that slowly deviate from expected values, or stuakie scenarios where measurements become frozen for
several consecutive observations.

Model training and Results

The anomaly detection process was implemented using an autoencoder neural network model trained on
normalized telemetry data. The methodology began with data preparation, where multiple CSV files containing
different CPU and memory load combinations wengoatenated to form a comprehensive training dataset. The
data was normalized using MMax scaling based on the parameters calculated from the training set to ensure
all features were on a consistent scale between 0 and 1.

The autoencoder architectufeee Figure 4.4) consisted of a symmetric encodkcoder structure with
gradually decreasing and then increasing layer sizes, using ReLU activation functions. The encoder compressed
the input features through four layers (reducing dimensions to 75%, 50%, 25%, andLfiéalbf the original

size), while the decoder mirrored this structure to reconstruct the original input. The model was trained using
the Adam optimizer with mean squared error (MSE) as the loss function, which measures the reconstruction
error between thmput and output.

During testing, the trained autoencoder processed new data samples and calculated their reconstruction errors
The anomaly score for each sample was determined by computing the root mean squared error (RMSE) of its
reconstruction. A threshold for anomaltection was established based on the 99th percentile of reconstruction
errors observed during training. Any test sample with an RMSE score exceeding this threshold was classified
as an anomaly.

The evaluation process included loading known anomaly indices from a JSON file containing ground truth
information about injected anomalies in the test data. Performance metrics such as accuracy, precision, recall,
and F1 score were calculated by compatirvggautoencoder's predictions against these known anomalies. The
results were visualized in a comprehensive plot showing the anomaly scores of all test samples, with true
anomalies highlighted in red and normal samples in blue, along with the deciséshollr line. This
visualization provided clear insight into the model's detection capability and the distribution of anomaly scores
across the test dataset.
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Figure 4.4: Autoencoder Architecture

The results demonstrate the performance of the autoenlbaded anomaly detection system on the test dataset

of 2,000 samples. The model achieved an outstanding overall accuracy of 99.65%, correctly classifying both
normal and anomalous samples with Agenfect precision. With a precision of 99.42% amdcall of 99.57%,

the system showed remarkable balance in its ability to identify true anomalies while minimizing false alarms,
as evidenced by the F1 score of 99.49%. The confusion matrix revealsfatdg positives (normal samples
incorrectly flagged as anomalies) and 3 false negatives (undetected anomalies) among the 692 known anomalies
in the dataset, indicating highly reliable detection capabilities

Anomaly Detection Results

|An0ma|ies: 692 (34.6%) | === Threshold
[ ]
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Figure 4.5: Anomaly Detection results
The anomaly scores Figure4.5 show aclear separation between normal and anomalous samples relative to
the threshold of 0.253, with anomalies accounting for 34.6% of the test data. The classifisatisfuréher

confirm the model's consistent performance across both classes, achieving perfect 1.00 scores for normal
samples and neqerfect 0.99 scores for the anomaly class in all metrics. These results validate the effectiveness
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of the autoencoder architecture and the chosen thresholding strategy for detecting anomalies in the telemetry
data, demonstrating both high sensitivity to abnormal patterns and strong specificity in maintaining low false
alarm rates. The minor classifiaati errors (0.35% of cases) primarily represent borderline cases where anomaly
scores hovered near the decision boundary, suggesting the model operates with robust discriminative power
across the entire dataset.
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5 Anomaly detection using a novel hybrid physical layer authenticatiolscheme

The proliferation of wireless networks and the critical nature of their applications have made security a
paramount concern, particularly in detecting and preventing unauthorized access attempts. Our research within
the MLSysOps project has developed aetdwbrid physical layer authentication (PLA) scheme that addresses

the fundamental challenge of distinguishing between legitimate devices and potential security threats in multi
node networks. This work introduces an innovative approach that leveragesninhardware impairmets
specifically Carrier Frequency Offset (CFO), Direct Current Offset (DCO), and Phase Offsg@td@@hined

with machine learning techniques to create a robust authentication framework capable of detecting anomalous
behavior withouprior knowledge of malicious device characteristics.

Architectural Design

To provide a clear, higkevel view of this integrated stratedyigure5.1illustrates how these security functions

act as cohesive components within the broader MLSysOps ecosystem. The diagram depicts the ML Agents
processing local data at the edge and communicating with the central MLSysOps platform via an MLConnector
interfae. This facilitates a critical operational loop: the agents forward security alerts and performance metrics
for central analysisAt the same timehe platform deploys updated models to the agents, ensuring they remain
robust and effective against evolving threats.

C MLSysOps Agent )

Model Updates &
Retraining

Processed Insights

MLConnector

( Physical Layer \ ( 5G Jamming \
Authentication Agent Detection Agent

Signature Generator Time-series Processing

GAN-based

Feature Selection .
Augmentation

ML-driven Verification

\ J .

ML-driven Inference

J/

Telemetry Interface

Signal Collection from gNB & UE logs from 5G
Wireless Devices Infrastructure

Figure 5.1: High-level Architecture of Wireless Anomaly Detection Agents

The Challenge: Securing Multi-Node Networks Against Sophisticated Threats

Traditional authentication mechanisms in wireless networks face increasing challenges as attack vectors become
more sophisticated and networks grow more complex. Existing approaches typically suffer from several critical
limitations:

1 Reliance on cryptographic methods alonewhich can be compromised through key distribution
vulnerabilities and are computationally intensive for rescaorestrained devices.
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1 Channelbased authentication schemethat depend on environmental factors IReceivedSignal
Strength(RSS, ChannellmpulseResponsgCIR), or ChannelFrequencyResponsgCFR), making
them susceptible to variations in multipath fading and environmental changes.

1 Single-attribute authentication approachesthat fail to provide sufficient discrimination between
devices, particularly when hardware characteristics overlap.

I Limited scalability in multi-node environments where the number of potential connections grows
exponentially with network size.

To address these fundamental gaps, we developed a hybrid PLA scheme that synergistically combines multiple
hardware impairments to create unique device signatures while employing advanced machine learning models
for robust classification. For a comprehemsview of our authentication framewoikigure5.2 illustrates the
complete pipeline from signal collection through final device verification.

Core Innovation: Multi-Attribute Hardware Impairment Exploitation

Our scheme's foundation lies in recognizing that every wireless device exhibits unique hardware imperfections
that manifest as consistent, measurable deviations in transmitted signals. Unlike-bhaadedieatures that
fluctuate with environmental conditis, these hardwairduced signatures remain stable over time, providing
reliable authentication markers.
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Figure 5.2: PHY authentication framework

5.1.1 Hardware Impairment Characteristics

The authentication framework exploits three primary hardware impairments:

1. Carrier Frequency Offset (CFO): CFO arises from oscillator inaccuracies between transmitter and
receiver andcreates distinctive frequency shifts that vary between devices. Our measurements show
CFO values ranging from 3@z to 200kHz across different devices, with each maintaining consistent
offsets under varying conditions.

2. Direct Current Offset (DCO): Caused by mixer imbalances and ADC imperfections, DCO
superimposes unique DC components on the transmitted signal. We observed DCO levels from 10 mV
to 100 mV, providing additional discriminative features.

3. Phase Offset (PO)Resulting from phaskcked loop variations and circuit mismatches, PO introduces
consistent phase errors ranging from 11.5A to
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Figure 5.3 demonstrates the distinctive constellation patterns created by these impairments, highlighting their
potential for device differentiation.
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Figure 5.3: Effect of hardware impairment on RF data (a) CFO effect (b) DCO effect (c) PO effect

5.1.2 Advanced Signal Processing Pipeline

Our authentication process employs a sophisticated signal processing pipeline designed to extract and enhance
these hardware signatures:

1 Transient Detection and Filtering We focus on the burst transient pl@agke initial transmission
period when a device transitions from idle to active state. This region contains the most distinctive
hardware characteristics. Using amplitdmbesed Variance Trajectory detection, we prégiselate
these transients and apply a-étider Chebyshev filter to enhance signal quality while preserving
authentication features.

1 Feature Generation via Discrete Gabor Transform The filtered signais transformedising the
Discrete Gabor Transform (DGT), which provides simultaneousfiieggiency analysis. This two
dimensional approach captures both instantaneous and localized variations, revealing patterns
invisible in traditional time or frequency domain anadyaione.

9 Statistical Feature Extraction. From the DGT coefficients, we extract five statistical features per
segmenfS): st andard deviation (0), variance (0]),
metrics capture the unique distribution characteristics induced by hardware impairments.

Figure5.4 illustrates the feature generation process, showing how thdrexpeency surface is segmented and
processed to create comprehensive device signatures.
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Figure 5.4: Feature generation using DGT approach
5.1.3 Machine Learning Integration for Robust Authentication

The extracted features serve as input to carefully selected machine learning models, each chosen for specific
strengths in handling the authentication challenge. Our framework evaluates five different classifiers:

Random Forest (RnF)and XGBoost (XGB): These ensemble methods excel at capturing complex,
nonlinear relationships between hardware impairments, making them particularly effective for
detecting subtle authentication patterns.

Support Vector Machines (SVM) Leveraging their ability to find optimal hyperplanes in high
dimensional spaces, SVMs provide figeained separation between legitimate and malicious devices.
Logistic Regression (LR) Offering probabilistic outputs essential for threshibédbed authentication
decisions, LR provides interpretable results while maintaining computational efficiency.

K-Nearest Neighbors (KNN) This intuitive approach excels when device relationships follow clear
geometric patterns in the feature space.

O« O«

O«

To optimize feature selection, we employ four different approaches: Mutual Information (MI), Analysis of
Variance (ANOVA), Principal Component Analysis (PCA), and Recursive Feature Elimination (RFE). This
comprehensive evaluation ensures optimal performanmss diverse network conditions.
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5.1.4 Experimental Validation and Performance Analysis

Our experimental setup, depictedFigure5.5 uses a commercial BladeRF 2.0 Micro xA4 SDRs operating at
5 GHz with a20 MS/s sampling rate. We created 12 distinct device profiles by systematically varying hardware
impairment levels, simulating a diverse multde network environment.

Figure 5.5: Experiment setup

The evaluation encompassed three challenging scenarios:

9 Scenario 1 Focus on malicious device detection with 4 authorized and 8 malicious devices, testing the
system's ability to identify threats.

1 Scenario 2 Balanced environment with 6 authorized and 6 malicious devices, evaluating performance
under equal class distributions.

1 Scenario 3 Authorizedheavy configuration with 8 authorized and 4 malicious devices, assessing false
alarm rates in legitimatdominant networks.

5.1.5 Authentication Performance Results

Figure 5.6 presents the average detection rates across all ML and feature selection combinations, revealing
several key insights:

Superior RnF-ANOVA Performance: Random Forest with ANOVA feature selection consistently achieved
detection rates above 97% across all scenarios, demonstrating exceptional robustness in identifying both
authorized and malicious devices.

Feature Selection Criticality: The choice of feature selection method significantly impacts performance, with
ANOVA and MI generally outperforming PCA and RFE, particularly for ensemble methods.

Scenario Adaptability: While all approaches showed some performance degradation in more challenging
scenarios, RMANOVA maintained effectiveness with minimal performance loss.
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Figure 5.6: Average detection rate for different ML and FS models for (a) Scenario 1 (b) Scenario 2 (¢c) Scenario 3
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Figure 5.7: Authentication Rate for different combinations of FS and ML models (a) LRANOVA (b) LR -PCA (c)

Figureb5.7 provides detailed authentication rates for individual devices, highlighting the framework's consistent

RNnF-MI (d) RnF -ANOVA

performance across different device types and attack patterns.

5.1.6 Robustness Under Varying Conditions

Critical to practical deployment is performance stability under different signal conditiégste 5.8
demonstrates our scheme's resilience across SNR variations from 1 to 15 dB:
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Figure 5.8: Average detection rate for different SNRs

The results show remarkable stability, with detection rates remaining above 95% even at SNR levels as low as
1 dB. This significantly outperformgrevious approaches that showed substantial degradation below 10 dB
SNR.

5.1.7 Computational Efficiency

For realworld deployment, we evaluated the computational requirements on a Jetson Nano Orin platform:

1 Mean inference time 3.714 ms per authentication decision
1 Mean energy consumption 25.341 mJ per inference

These metrics confirm the scheme's viability for #t@ak authentication in resourocenstrained wireless
networks.The dataset and code have been released to ensure reprodticibility

27 https://github.com/PLAAP/PLA
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6 ML driven anomaly detection system to monitor 5G edge networks

The security and reliability of 5G edge networks are paramoeoujringadvanced anomaly detection systems
capable of identifying sophisticated threats. Our research within the MLSysOps project has focused on
developing and evaluating robust, Miriven approaches for this purpose, with a particular emphasis on
detecting jammig attackd a significant threat to wireless communication. Two key research efforts underpin
our strategy: the comprehensive evaluation and system development, and the GANSec kfonenloancing

model robustness through advanced data augmentation techniques.

Establishing Robust and Scalable Jamming Detection

A primary challenge in developing effective 5G anomaly detection is the need for systems that are both scalable
and robust against complex, re@abrld threats. Traditional methods often fall short because they:

1 Rely on costly specialized hardware like spectrum analyzers for RF fingerprinting.

1 Focus on measurements from a single network entity (either RAN or UE), limiting a holistic view.

1 Primarily address simplistic jamming profiles such as constant or reactive jammers, which produce
overt disruptions.

1 Are validated predominantly through simulations, which may not capturevcell operational
dynamics and hardware interactions.

To address thesgitical gaps, we introduceean endto-end sdution for assessingjamming interference and
supporing ML -based detection ¢bniques.

For a visual overview of thmethodology Figure6.1 illustrates the entlbb-end pipeline including the testbed
setup, data collection, preprocessing, and ML module.
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Figure 6.1: Architecture of the Jamming Detection Module

Coreinnovations include:

1 Leveraging Native Logs for Holistic, CrossLayer Insights: Our methoduniquely collects and
synchronizes native logs from both User Equipment (UE) and the®&neration Node B (gNB). This
approach captures a comprehensive, ntajier view of network behavior, including MAflated
metrics (signal quality, MCS index) asgistemlevel insights (resource usage, scheduling decisions),
without requiring costly external hardware. On the UE side, features like RSRP, RSRQ, and SINR are
extracted from radio buffdogs, along with AT command records related to modem operations. From
the gNB, traces include signal power, throughput, and packet transmission metrics (PUSCH, PUCCH).
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1 Realistic Threat Modeling with a PowerModulated Jammer: A key component is a controllable,

powermodulated jammer designed to simulate sophisticated interference. Unlike simpler jammers, this
one periodically varies its amplitude using sinusoidal patterns to produce a less predictable noise profile,
effectively challenging conventional detection methods. The jammer's behavior is defined by
parameters such as sampling rategn), slot length (L slot), amplitude range, and pattern frequency

(f pat).

Figure 6.2 illustrates the tangible impact of this poweaodulated jamming on key performance
indicators like bandwidth, jitter, and packet loss.
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Figure 6.2: Comparison of interpolation techniques for handling missing/invalid data in log entries

1 Advanced Preprocessing for Rich Feature ExtractionRaw logs are often noisy and irregularly

timed.We employa robust preprocessing pipeline to extract meaningful features and prepare data for
ML models. This involves:

o0 Feature Extraction: Using adaptable regular expression patterns to parse log messages and
extract explicit measurements as well as contextual sylstezhsignals.

o0 Interpolation: Addressing uneven timestamps and missing data using techniques like forward
filling for categorical features and polynomial interpolation (specifically, the Lagrange method)
for quantitative metrics, ensuring a continutiose series

0 Aggregation: Using a sliding window approach to compute statistical metrics (mean, standard
deviation, median, amplitude, skewness, kurtosis) over features, capturing temporal patterns
rather than just instantaneous values.

1 Rigorous ML Assessment with Emphasis on Robustnesé/e evaluatseveral lightweight classifiers

suitable for deployment in 5G environments (e.g., Support Vector Machirdsakest Neighbors,
Gradient Boosting, Random Forest). A cornerstone of its methodology is the use ofdatawo
collection strategy. A primary daget is used for training and initial validatidn contrastan entirely
separate "robustness test 8etbllected under demonstrably different network conditions (e.g., varying
UE-gNB distanes, obstacles, temperatuey used to measure model resilience to unseen operating
conditions.

The distinct feature distributions between the primary dataset and the robustness test set, highlighting
the challenge for generalization, are visualized using KDE pldtgure6.3.
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Figure 6.3: KDE analysis comparing the distributions of topranking features

Our experimental setup involved an ogaurce 5G core (Open5GS), a softwaneulated RAN (srsRAN),
bladeRF 2.0 micro SDRs for the gNB and jammer, and a OnePlus Nord 2T 5G as the UE.

The findings from the study were significant:

1 Existing detection methods, benchmarked in our testbed, showed a performance drop from over 90%
accuracy in controlled settings to below 70% under our more complex, varying conditions.

1 In contrast,our log-basedapproach leveraging its holistic data collection and robust preprocessing,
maintained approximately 94% accuracy on the unseen robustness Hs¢ gerformance metrics of
the evaluated classifiers are presenteéigure6.4.
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Figure 6.4: Accuracy, Precision, F1, Recall andROC-AUC scores for each model

This demonstrates the efficacy in providing a scalable;eafésttive, and resilient solution for largeale 5G
jamming detection by harnessing native device logs and ensuring models are robustly evaluated.

GANSec: Enhancing Detection Robustness with Generative Data Augmentation

While our previous methogrovides a strong foundation, the performance and generalization of ML models
can be further constrained by data limitations. Acquiring lagde, diverse, and representative -reatld

wireless data is often prohibitively expensive and tosoesumingWireless datasets frequently suffer from
anomaly scarcity and class imbalance, hindering the training of reliable detection models. Traditional data
augmentation techniques (e.g., noise injection, SMOTE) are often inadequateifri¢ate nature of wireless
time-series data, failing to capture temporal dependencies or underlying statistical properties. Moreover, many
existing GANbased augmentation approaches lack rigorous validation for robustness and generalization in
diversewireless conditions and offer limited control over the generation process.

An overview of the GANSec workflow, from data acquisition to downstream anomaly detection training, is
provided inFigure6.5.
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Figure 6.5: GAN-based Data Augmentation for Anomaly Detection in Wireless Security
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Key aspects of GANSec include:

51

9 Tailored Conditional GANs for Wireless Data: GANSec comprises a Generator (G) that learns to

transform random noise vectors into synthetic data, and a Discriminator (D) that learns to distinguish
these from real samples. The "conditional" aspect is crucial: GANSec takes the target label (e.g.,
'normd’ or 'jammed') and other contextual conditions (e.g., UE's distance to gNodeB, device model,
modem temperature) as input during the generation process. This allows for the creation of contextually
relevant syrttetic data. We investigated different neural network backbones (MLP, LSTM, CNN) and
two primary conditional training objectives for the Discriminator:

o Embedded Conditional (EC): The Discriminator acts solely as a real/fake classifier for the
given condition, emphasizing fidelity to the conditional data distribution.

o0 Classification Oriented (CO): The Discriminator simultaneously predicts if the data is
real/synthetic AND predicts its class label, encouraging the Generator to produce data that is
not only realistic but also discriminative for the downstream task.

Specific Adaptations for Wireless TimeSeries: GANSec incorporates design considerations to
handle the intricacies of wireless data effectively:

o Handling Temporal DependenciesEmploys backbones like LSTMs and 2D CNNs suited for
sequential data to capture crucial temporal correlations.

0 Preserving Statistical Properties:The framework is designed to learn and reproduce complex
statistical properties of wireless signals, including those ofstade metrics like RSRP
(measured in dBm), which present unique challenges for neural networks.

Synthetic-Only Training Strategy for Robustness:A cornerstone of the GANSec methodology is
training the downstream anomaly detection model exclusively on the synthetic data generated by
GANSec. This innovative strategy offers several advantages: generation of perfectly balanced datasets,
potentially grater data diversity than the initial real samples, and enhanced privacy preservation by
avoiding direct exposure of sensitive raalrld measurements during detector training.

Cross-Scenario Evaluation for Rigorous Robustness Testingthe experimental setup for GANSec
involved a reaworld 5G environment with a OnePlus Nord 2T 5G smartphone, two Nuand bladeRF
2.0 micro SDRs (as gNodeB and a powardulated jammer), similar to th@revioussetup.The

physical layout and hardware are depictedFigure 6.6. Data was collected under two distinct
conditions:

0 Scenario A: Used for training the GANSec models and baseline anomaly detectors. It included
both normal operation and jamming anomalies, with a relatively balanced class distribution.

0 Scenario B: Collected under different UE positioning and with an additional obstacle, serving
exclusively as the unseen test set to evaluate generalization capabilitiday# 8STM
network was used as the downstream anomaly detector.
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The GANSec study yielded compelling results:

1 Synthetic Data Quality: While methods like DeepSMOTE produced samples very clabe twiginal
data (low FID/MMD scores), GANSec variants, particularly those with CNN backbones, generated a
more diverse set of synthetic samples, hypothesized to be crucial for robustness. The distribution
analysis of FID and MMD scores for various GANSecfitpmations and baselines is presented in

Figure6.7.
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Figure 6.7: Distribution Analysis on Synthetic Dataset

1 Enhanced Generalization in CrossScenario Evaluation: The baseline LSTM model trained on raw
Scenario A data saw its accuracy drop from 92% (on Scenario A) to 78% when tested on the unseen
Scenario B data, highlighting the significant generalization challenge. In contrast, models trained
exclusively on dataaenerated by GANSec variants (especially LSTM and CNN backbones with the
CO-GAN objective) significantly outperformed all baselines on Scenario B. They achieved up to
92.13% accuracy on the unseen Sderardataset, showcasing substantially enhanced robustness and
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generalization. The accuracy results on the unseen Dataset B across different augmentation ratios are
detailed inFigure6.8.
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Figure 6.8: Impact of the augmentation ratio (relative size of synthetic data used for training) on the accuracy
achieved on the unseen Dataset B

This demonstrates that tailored conditional GANs, used with a syntiyidraining approach, can

effectively build more robust wireless anomaly detection systems capable of handling unseen network
conditions.

53



MLSysOps D4 .4 Final Version of Al Architecture and ML Models

7 Minimizing the latency of traffic routing for 5G users usingRL

Unlike previous generations of mobile netwqr&& will enable ultrareliable user applicationsnd support

millions of sensors and devices within the Internet of Things (1oT). Together viileseng new use cases to

enable smart cities, autonomous vehicles, smart logistics, smart energy, and so on. Within this landscape, the
quest for minimizing latency emerges as a paramount objective, vital for ensuring seamless interactions between
uses and data centers.

The primary focus of this study lies in the orchestration of a comprehensive strategy to minimize latency in 5G
networks, specifically targeting the interaction between 5G base statisnskGownas gNodeB) and Data
CentersAn efficient 5G network with low latency is particularly significant for Industry 4.0, wheretirael
processing and immediate feedback are essential for automating and optimizing industrial processes. Reducec
latency enhances the ability of machinesaimmunicate seamlessly, impes/the responsiveness of automated
systems, and supports the development of smart factories where operations are dynamically adjusted based ot
reattime data.

In the face of escalating demand for swift and responsive communication, the methodologies, techniques, and
considerations outlined in this report contribute to the crucial task of achieving optimal network performance.
Additionally, energy efficiency anthe utilization of green energy, performance efficiency, trustedetssr

storage, croskyer orchestration including resourcenstrained devices, resilience to imperfections of physical
networks, trust, and security, are key elements in ensuringrelsiaiand robustetwork operations.

The purpose of thisectionis to provide a comprehensive overview of the strategy employed for the
optimization of a 5G network, specifically focusing on minimizing latency between the gNodeB and target Data
Centers. As the demand for higheed, lowlatency communication continuessurge, the optimization of 5G
networks becomes paramount. This report delves into the methodologies, techniques, and key considerations
adopted to achieve optimal network performance.

The User Plane Function (UPF) is the fundamental component of the 5G core infrastructure that enables such
low-latency edge computing. A further essential component in a 5G architecture is the N3 interface, which
connects the gNodeB Radio Access Network (RAN) to the UPF. The interface conveys user data from the RAN
to the UPF for processirigthe distance th&)PF sits from the edge of the network depends on the latency and
performance requirements of the user application.

This study extends to the intricate details of deploying the UPF within the target Data Center closest to the
gNodeB. It explores the utilization of an edggntric approach for distributing the user plane across the
operator's countrydemonstrating a commitment to reducing latency and enhancing overall network efficiency.

Leveraging Reinforcement Learning (RL) technigues at each layer, we aim to createptisiting network
capable of adapting to users' diverse needs and prefereneastime. At the heart of our approach lies the
integration of REinspired "best Path Findingéchniques, designed to minimize latency and enhance network
efficiency.

A crucial component of the methodology is the implementation eifRpiredfiBest Path Findingtechniques,

a strategic approadm minimizing latency. This involves selectigtimal paths based on KPIs, including
latency, bandwidth usage percentages, traffic load, and CPU usage. The integration of these techniques aims tc
create a selbptimizing network that continually adapts to meet the demands of users and applications.

We recognize the pivotal role of reithe data processing in translating user preferences into actionable insights.

By harnessing key performance indicators (KPIs) such as latency, bandwidth usage percentages, and traffic
load, we strive to tailor networkperations to suit individual user needs. Central to our approach is the
recognition of users as pivotal entities shaping the network's landscape. By deploying the UPF within
strategically selected Data Centers, we embrace ancetgec paradigm aimed anhancing user experience

and reducing latency. By addressing the-teaé data processing challenges inherent in 5G networks through
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a usercentric lens, we contribute valuable insights to the ongoing discourse on the future of 5G connectivity
and weltbeing.

The adopted approach revolves around the application of RL techniques at each layer of the network
architecture. This involves the careful consideration of various KPIs collected from multiple Data Centers. The
essence of the adopted approach lies inbilgiyato adapt to the dynamic and evolving nature of 5G networks,
ensuring responsiveness to changing network conditions.

In the domain of network performance optimization, Artificial Intelligence (Al) and the Industrial Internet of

Things (lloT) are crucial, leveraging their adaptive capabilities to thrive in dynamic environments. Additionally,
sustainability emerges as argaount theme in these innovative solutions, underscoring the need for-energy
efficient and environmentally responsible technologies

RL is the cornerstone of our approach to optimizing the 5G network, particularly in the context of minimizing
latency between the gNodeB and target Data Centers. RL, as a methodology, empowers the model to learn anc
adapt through interactions with its eroiment, making it welsuited for the dynamic and evolving nature of

5G networks.

RL Agents

The core of our optimization strategy is the RL agents, entities that learn to take actions in an environment to
maximize a reward signahs shown inFigure 2.3. The learning process involves the agent exploring the
environment, observing the outcomes of its actions, and adapting its decision policy to maximize the reward
over time. Learning algorithms based on predefined rules can guide this prtesiefined agents and
environments for each level of our architecture.

RL Environment

The RL environment igritical to the application of RL techniques within our network architecture. Our
framework for environment definition i&ymnasium a Python library derived fron®penAl Gym This
framework provides a standard API for communication between learning algorithms and environments,
facilitating the development and comparison of RL algorithms.

Action, Observation, and Reward

For our latency optimization task, we define the actiosedsctingthe edgeMilan, Rome,and Cosenza, the
observation as a triplet of dataset rows representing the feature status at the current timestep for each edge, an
the reward as a function based on key performance indicators (KPIs). This reward function ensures that the
selected edge minizes latency while considering other crucial factors such as CPU asdgeher metrics

Policy for Target Data Center Selection

To achieve the primary goal of minimizing latency, a policy for target data center selection is defined within
the RL environment. The episode ends when the current edge and the target edge are the same, aligning witt
the overarching objective of latenaduction.

Theincorporation of DQN, PPO, and A2C as RL agents, coupled with thedefatled RL environment, forms
the foundation of our methodology for optimizing the 5G network. This approach allows the network to adapt
dynamically to diverse network conditions, pidimg a responsive and efficient communication infrastructure.
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Methodology

We delve into the intricate details of the methodology employed for the 5G network optimization project. The
overarching goal is to provide a clear understanding of hbweBhniques are applied at various layers of the
network architecture, along with the definition and explanation of the dataset that forms the basis of training
and evaluation.

5G Network architecture with the elements involved in are showigure7.1. Milan, Rome, and Cosenza, the
geographical locations where network optimization strategies are applied, represent the diversity of network
conditions across the operator's country.
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Figure 7.1: 5G Network elements involved. Each device is connected to the Core Network by means of a gNodeB.
The core network selects the data center according to predefined KPIs

7.1.1 Dataset Overview

The foundation of our optimization strategy lies in the careful curation of a comprehensive dataset encompassing
KPIs from multiple Data Centers. The selection of KPlIs is critical in capturing the diverse aspects of network
performance, ensuring a holistce pr esent ati on of the networkds st at
Rome, and Cosenza, serve as the geographical points of interest, each bringing unique characteristics anc
challenges to the optimization process.

In orchestrating our optimization strategy, the foundation lies in the deliberate selection of KPIs, each
meticulously chosen to provide a nuanced understanding of the 5G network's operational dynamics:

T start time [timestamp]: This attribute represents the timestamp indicating the start time of a particular
event or process within the network. It serves as a reference point for tracking the initiation of network
operations or data transactions.

1 end time[timestamp]: This attribute denotes the timestamp indicating the completion time of a specific
event or process within the network. It marks the conclusion of network activities or data transactions
and is used to measure the duration of these operations.

1 CPU usagg%]: CPU usageefers to the percentage of the Central Processing Unit's capacity that is
currently being utilized. It provides insights into the computational workload imposed on the system,
which is crucial for optimizing resource allocation and ensuring efficiemegsing of network tasks.
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1 memory usage[%]: Memory usageepresents the percentage of available Random Access Memory
(RAM) that is currently in use. Monitoring memory usage is essential for detecting potential memory
bottlenecks and optimizing memory allocation to prevent performance degradation or systes failu

1 disk usage[%]: Disk usagedenotes the percentage of storage capacity on the disk that is currently
occupied. It offers insights into the utilization of storage resources, enabling administrators to manage
disk space effectively and prevent storaglated issues such as disk satian or data loss.

1 net in absolute[kbps]: Net in absolutaefers to the absolute amount of incoming network traffic
measured in kilobits per second (kbps). It quantifies the rate at which data is received by the network
interface, aiding in the analysis of network throughput and performance optimization.

1 net out absolute[kbps]: Net out absoluteepresents the absolute amount of outgoing network traffic
measured in kilobits per second (kbps). It indicates the rate at which data is transmitted from the network
interface, facilitating the assessment of outbound data flow and network efficiency.

1 netin[%]: Net indenotes the percentage of available network bandwidth that is currently utilized for
incoming traffic. It helpsnonitor network congestion and identggtential bandwidth limitations that
may impact the transmission of data packets.

1 net out [%]: Net outsignifies the percentage of available network bandwidifiently utilized for
outgoing traffic. Similar to net in, monitoring thet out percentage aids in assessing network utilization
and ensuring optimal allocation of bandwidth resources.

1 latency min [ms]: Latency minrepresents the minimum latency observed during a specific period,
measured in milliseconds (ms). It reflects the shortest time taken for data packets to travel between
network endpoints, serving as a critical metric for evaluating network responsivedgssfarmance.

1 latency avg[ms]: Latency avgdenotes the average latency experienced over a given timeframe,
measured in milliseconds (ms). It provides a comprehensive view of the network's overall
responsiveness, considering fluctuations in latency and enabling administrators to identify trends or
patterns in network performance.

1 latency max[ms]: Latency maxndicates the maximum latency observed within a specified interval,
measured in milliseconds (ms). It represents the longest time taken for data packets to traverse the
network, highlighting potential bottlenecks or areas of congestion that may impaal oe#work
performance.

1 latency mdev [ms]: Latency mean deviatioguantifies the variability or dispersion of latency
measurements around the average value, expressed in milliseconds (ms). It provides insights into the
stability and consistency of network latency, aiding in the identification of outliers or irregddhitit
may require attention.

1 lost packets[%]: Lost packetsefer to the percentage of data packets that fail to reach their intended
destination or are discarded during transmission. Packet loss can occur due to network congestion,
hardware failures, or other factors, and monitoring this metric is essentiabdessing network
reliability and quality of service.

The centralized core network is locatedMilan’s central data center. Here, the network functions manage the
control plane. The user plane is managed by the UPF, a virtualized network function deployed in Milan, Rome,
and Cosenza data centers

On each data center, we introduced a bandwidth cap to simulate a fixed limikagowe triggered data traffic

on the N3 interface, which is the user plane interface between gNodeB and UPF. The data traffic is simulated
through a script describing profiles. These profiles delineate patterns in data transmission, such as bandwidth
consumgpbn, peak hours, and resource utilization. The script considers three different time slots: Night,
BusyHour, and Day, each corresponding to distinct traffic patterreseThlassifications dictate the sleep
interval, maximum throughput, maximum duration, and maximum CPU load for each simulation cycle. Each
cycle randomizes required input values up to the maximum value foreseen for that specific time of the day. By
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integrating diverse parameters and tiofielay considerations, the script can simulate various traffic profiles.
Night Traffic is characterized by lower throughput, longer session durations, and moderate CPU load; busy
Hour Traffic reflects peak usage pms with higher throughput, shorter session duration, and intensified CPU
load; daytime Traffic exhibits moderate throughput, medium session duration, and CPU load, representing
typical usage patterns during the day.

Furthermore we introduced a real packet loss in each data center, which was different for eaGmeone
telemetry setup, enriched with dynamic profiling based on-pealte traffic scenarios, establishes a robust
framework for gathering measurements of selected parameters.

We therefore devised a dataset from the triggered data traffich has been employed in our study. Before
utilizing this data, several preprocessing steps are undertaken to ensure its quality and consistency. We exploitec
Python with the help othe Pandaslibrary to pack data in a singl@ataFrame As different metrics may have

varying scales and units, normalization is applied to standardize the features and bring them within a common
range. Here, we empldlgeMinMaxScaler scaling algorithm from thescikit-learn Python library to transform

the data to a [0, 1] interval.

The dataset alsgontains client IP addresses, which are encoded into numerical identifiers to facilitate
processing and analysis. This step ensures uniformity in representing client identities within the dataset.

7.1.2 Features Weighting

The primary objective of this study is to construct an RL model tailored to the task of optimal edge selection.
To achieve this goal, it is imperative to establish a precise definition of the optimal data center within the context
of our study. Specificall the model must acquire the capability to discern and select the data center that
minimizes latency between the gNodeB and the chosen edge. Consequently, the RL Environment must be
meticulously engineered to prioritize the minimization of latency gsriteipal objective. Nevertheless, it is

crucial to acknowledge and adhere to additional KPIs beyond latency optimization. For instance, the scenario
may arise where a data center with minimal latency is selected but concurrently exhibits maximal CPU
utilization. Thus, it becomes imperative to delineate a coherent policy governing the selection of the target data
center within the environment definition itself. This policy must effectively balance the optimization of latency
with the consideration of otheertinent KPIs to ensure the overall effectiveness and efficiency of the RL model

in its edge selection task.

The policy governing the selection of the target data center within the environment is established through the
association of weights with each feature, thereby assigning importance to individual features contributing to the
reward calculation process. Heeweights serve as parameters that dictate the relative significance of each
feature in influencing the overall reward obtained by the RL agent. By assigning appropriate weights to different
features, the policy effectively prioritizes certain performamerics over others, guiding the RL agent's
decisionmaking process toward optimizing resource allocation in the data center environment. This weighted
approach ensures that the RL agent takes into account the multifaceted nature of data center ,operations
considering various factors such as latency, CPU utilization, memory usage, and network traffic, among others,
in its pursuit of efficient resource allocation strategies. Consequently, the policy encapsulates the domain
knowledge and objectives of thetdaenter management, enabling the RL agent to make informed and effective
decisions that align with the overarching goals of the systefrabte7.1 are represented the weights for each
feature.

Table 7.1: Features weights

Feature Weight Unit of Measurement
Start time ‘ 0 Timestamp

End time ‘ 0 Timestamp

CPU usage percent ‘ 0.6 Percent

Memory usage percent ‘ 0.5 Percent
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Disk usage percent 0.5 Percent
Net in absolute 0 Kbps
Net out absolute 0 Kbps
Net in percent 0.7 Percent
Net out percent 0.7 Percent
Latency min 0 ms
Latency avg 1 ms
Latency max 0 ms
Latency mdev 0.2 ms
Lost percent 0.9 Percent

7.1.3 RL Algorithm Selection

The framework used for environment customizationGgmnasium an opersource Python library for
developing and comparing reinforcement learning algorithms by providing a standard APl to communicate
between learning algorithms and environments, as well as a standard set of environments compliant with that
API%, This is a fork othe OpenAlGymlibrary.

First, we defined action, observatj@and reward as follows:

9 Actiont the edge selection (Milano, Ronaad Cosenza). From now ametwork edge and data center
terms are considered interchangeable.

i Observation a triplet of dataset rows representing the feature status at the current timestep for each
edge. The three datentersare identified by the index€6,1,2)

1 Reward defined asB ——, wheren is the number of feature®y(i) is the weight associatesiith

feature i, and D(i) is the best value respecting KPI for each feature. The lower these values are, the
higherthe reward.

All environment methods are defined insidgyan.Enwclass; the main methods have been structured as follows:

I Step receives action as input and returokgervationreward,terminatedfruncated,done)

T Resetif called, defines the current edge by means of a random action.

i Calculate_reward receives observation and index of the edge target as input and returns the reward
according to the formula above.

The episode ends when the current edge and the edge target are the same. The edge target is selected accord
to the policy described in the pseudocode showiigorithm 7.1. Hence, briefly speaking, the agent must learn
how to predict the target data center.

28 Towers, M., Kwiatkowski, A., Terry, J., Balis, J. U., De Cola, G., Deleu, T, ... & Younis, O. G. (2024). Gymnasium: Adstatettace for
reinforcement learning environmengsXiv preprint arXiv:2407.17032
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Algorithm 1 Best Target Data Center Selection
Require: the dataset, composed of a set of matrices wherein rows represent the data
center and columns represent features
Ensure: an index identifying the best data center
observation: matrix of shape (n_datacenter,n features)
features weights: a list of weights assigned to each feature
Initialize min tot, an array of zeros of shape (n  fealures,)
Initialize data center best, an array of zeros of shape (n_ features,)
Initialize contrib tot, an array of zeros of shape (n_ features,)
weighted data < observation * feature weights
for i = 1 ton features do
Select the minimum value
Select the index of the best value
Append minimum value to min tot
Append the index to data center best
end for
for idx,elem = () to data center best do
if elem is 0 then
Append contrib tot|0] to weighted datalelem]|idx]
else if elem is 1 then
Append contrib tot[1] to weighted dataelem]|idx]
else
Append contrib tot[2] to weighted data|elem][idx]
end if
end for
Define target data center idx as the index corresponding to the max value of

contrib tot.

Algorithm 7.1: Besttarget data center selection based on dataset input and index output.

For the agent model training, we tested three different architectdggd, PPO, and A2C, using tlstable
baselinedibrary.

Models Parameters
For all modelswe decided to define three main common parameters, as dedmibed

1 Learning rate indicates the speed at which the neural network adapts to the data during training. A
higher learning rate implies more aggressive updates to the network weights.

1 Batch sizeindicates the number of experiences randomly sampled from the replay memory during each
training step.

1 Discount factor( 2 ) : represents the discount rate for
immediate rewards compared to future ones. It is used in different ways depending on the model
architecture.
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The loss function is based on the difference between the current estimate ofuthetiGh and the target
estimateand has the form:

fll % 0 ihd] i ra o idEg

The loss is minimized during training to learn the weights of the netw i selected architecture has two
hidden layers of 64 neurons; other main parameters are described belowh&D{DN loss evaluation scheme
is depicted irFigure7.2.

1 Replay buffer sizespecifies the maximum size of the replay memory.

1 Soft update coefficiet): maintairs a stable target version of teNetwork.

1 Training frequencyindicates how often the agent performs a training step after collecting new data.

1 Target network update frequendetermines how often the target network weights are updated with
the weights of the main network.

1 Exploration fraction defines the fraction of total training steps during which an exploration strategy
(such adJgreedy) is used.

 Initial-Final exploration(U: specifies thenitial-final value ofUin the Ugreedy strategycontrols the
probability that the agent explores a new action instead of following the estimated optimal action.

1 Gradient stepsspecifies how many gradient steps are performed during each training step.

{1 Target update intervall): update the target network every targetlateinterval environment steps.

LOSS
Predicted
Network
>
o
o
Update \@\)@ 5 S
weights o %
Target State .
Network Environment

Figure 7.2: Diagram of the weight updates and loss evaluation in DQN

PPO loss function includes terms based on the probability ratio bettheecurrent policy and thgrevious
policy, ensuring that the policy update is not too aggressive; this helps maintain stability during training. The
function has the form:

fl.%l ET —toPAl EBfp Thp T t6 h
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wherer () id the probability ratia) an approximation of the advantage evaluated for eachasttitm, andJis
a clip hyperparameter. The selected architecture has two hidden layers of 64 neurons; other main parameters ar:
described belowlhe PPO loss evaluation scheme is depicteligure7.3.

)l

Truncation factor(g): used in the calculation of the advantage function. It determines theoffade
between bias and variance in estimating advantages.

Advantage clipping parametedetermines the maximum magnitude of the policy update during
optimization. It limits the probability ratio between the new and old policies.

Clipping range another clipping parameter that can be used to control the maximum magnitude of the
policy update.

Clipping range for the value functiorlipping parameter that can be used to control the maximum
magnitude of the value function.

Entropy coefficientcontrols how much the policy entropy is involved as a regularization term. It
contributes to maintaining diversity in the actions taken by the agent.

Value function coefficienthis parameter determines how much the value function contributes to the
total loss function. It controls the relative importance of the value function versus the policy.
Maximum gradient normlimits the gradient norm during the update to prevent gradient explosion
problems.

Use SDEdefines vinether to use generalized State Dependent Exploration (gSDE) instead of action
noise exploration

Normalize advantagef activated this normalization helps stabilize training and can be particularly
useful when dealing with problems where reward scales may vary significantly.

Action
Environment [ Update weights

Actor
(Policy)

State

LOSS

e

Critic
(Value
function)

Update weights

Figure 7.3: Diagram of the weight updates process and loss evaluation in PPO

The loss function foA2C includes terms for both the policy (actor) and the value (critic). The general formula
for the A2C loss function is as follows:

with:
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Whereinw i
model 6s esti mated
are described belowhe A2C loss evaluation scheme is depicteérigure7.4.
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s el

ected

is the estimated advantage for statealculated by using cumulative rewards andi the
value. A2C

architectur e

Truncation factor(s): used in the calculation of the advantage function. It determines theoffade
between bias and variance in estimating advantages.
Entropy coefficientis a measure of the uncertainty in the policy's output. The entropy coefficient
balances the tradaff between exploration and exploitation by encouraging or discouraging the agent
from taking uncertain actions.
Value function coefficientontrols the weight of the value function (critic) in the overall loss function.
It determines the importance of the value function compared to the policy in the learning process.

Maximum gradient norniimits the gradient norm during optimization to prevent the exploding gradient

problem.

R MS P r:a pmallvalue added to the denominator of the RMSProp update to avoid division by zero.
Use RMSProp optimizea boolean parameter indicating whether to use the RMSProp optimizer. If set
to True, RMSProp is used; otherwise, the Adam optimizer might be used.
Maximum gradient norospecifies the maximum norm for the gradients during optimization to prevent

large updates.

Environment

Action

r

Update weights

State

Actor
Network

Critic
Network

|

Update weights

LOSS

Figure 7.4: Diagram of the weight updates and loss evaluation in A2C

Models Fine Tuning

As apreliminary testwe made two sets of experiments on two different machines:

1. NVIDIA Jetson AGX Xavier series.
Intel(R) Xeon(R) Silver 4210 CPU @ 2.20GHz, 10 vCPU, 32GB RAM.

2.

We tried all the possible combinations among three different values for learning rate, bat@hdsdiscount
factor (i.e., gamma) parameters. The following dimensions have been selected:

1 Learning rate: §.001, 0.0001, 0.0002, 0.0003, 0.0004, 0.0005, 0.g9005
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1 Gamma: {0.45, 0.75, 0.99};

1 Batch size: {64, 128, 256}.
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These values have been selected as reasonable éxatnesystem. This step helpedsetect which model can
perform better according to the task. Also, for a total number of timesteps of 3.000.000, we set the effective
learning to start after the first 50.000 steps for the waprphase.

To analyze results, we have considered three different aspects:

1 The maximum reward value achievedeaningthe maximum value of the run: a model shows good
performance if that value lies in the convergence phase.

1 Reward convergence and stability: a model shows good performatie riéward value becomes
reasonablstable after aeasonableumber of steps.

1 Loss function behaviour: a model shows good performance if its loss functions are
minimized/maximized according to the case.

7.1.4 Algorithm Selection Results

This sectiondelves into the detailed results obtained from a series of experiments designed to assess and
compare the performance of three prominent reinforcement learning algorithms: Enefqv@k (DQN),

Proximal Policy Optimization (PPO), and Advantage AgToitic (A2C). The objective of these experiments

was to identify the most effective algorithm and its optimal configuratioiégiven taskof optimizing latency

in 5G networks for edges in Milan, Rome, and Cosenza

DQON, PPO, and A2C represent three pillars of RL, each leveraging distinct strategies. The experiments aimed
to provide insights into their performance nuances, particularly focusing on learning rate, gamma, batch size,
maximum reward, and convergence tisteps.

DQON Results

DQON results are reported in the following table.

Table 7.2: DQN hyper parameters configurations and results of training

LS Gamma Batch size LIS C(_)nvergence Notes
rate reward time steps

0.001 0.45 64,128 320 1M High stability

0.001 0.45 256 338 800K High stability

0.001 0.75 64 296 1.5M High stability

0.001 0.75 128,256 300 1M High stability

0.001 0.99 64,128,256 215 1M High stability
0.0001 0.45 64,128,256 308 > 3M Stable but slow convergeng
0.0001 0.75 64,128,256 288 > 3M Stable but slow convergeng
0.0001 0.99 64,128,256 181 > 3M Stable but slow convergeng
0.0002 0.45 64,128,256 320 1.5M High stability
0.0002 0.75 64,128,256 330 2M High stability
0.0002 0.99 64 200 > 3M Instability, no convergence
0.0002 0.99 128,256 208 2M Stability

0.0003 0.45 64,128,256 330 1.5M High stability
0.0003 0.75 64,128,256 315 1.5M High stability
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0.0003 0.99 64 193 >3M Instability, no convergence
0.0003 0.99 128,256 228 1.7M Stability

0.0004 0.45 64,128,256 323 1M High stability
0.0004 0.75 64,128,256 305 1.5M High stability
0.0004 0.99 64 230 1.8M Stability

0.0004 0.99 128,256 205 1.5M Stability

0.0005 0.45 64,128,256 325 1M High stability
0.0005 0.75 64,128,256 317 1.5M High stability
0.0005 0.99 64,128,256 245 1M High stability
0.00005 | 0.45,0.75,0.99 64,128,256 154 NONE Instability, no convergence

DQN, a foundational algorithm in RL, demonstrated varying performances across different configurations.

These configurations include different learning rates, gamma values, and batch sizes, allowing for a
comprehensive analysis of the model's stability and convergence characteristics. Observations from the
experiments indicate:

1 Configurations with lower learning rates generally exhibit high stability and efficient convergence

1 Moderate gamma values contribute to stable training, although excessively high values may lead to
instability.

1 Batch size variations show mixed results, with smaller batch sizes tending to offer more stable training
dynamics

1 Extreme parameter values, such as a learning rate of $0.00005$ combined with multiple gamma values,
lead to unstable training behavior and hinder convergence

1 The loss analysis, derived from the threepesforming models, reveals that slower and more unstable
decreases in loss are indicative of less effective learning

Best DQN configuration:

1 Learning Rate: 0.001

1 Gamma: 0.45

9 Batch Size: 256

1 Max Reward338

1 Convergence Time Ste00K

Notes: This configuration provides high stability and reasonable convergence time steps.

PPO Results
PPO results are reported in the following table.

Table 7.3: PPO hyper parameters configurations and results of training

FEIng Gamma Batch size LA Cc_mvergence Notes
rate reward | time steps
0.001 0.45 64,256 65 NONE Instability, no convergence
0.001 0.45 128 292 NONE Instability, no convergence
0.001 0.75 64,128,256 | 360 NONE Instability, no convergence
0.001 0.99 64 500 >3M Slow convergence
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0.001 0.99 128,256 236 NONE Instability, no convergence
0.0001 0.45 64 250 NONE Instability, no convergence
0.0001 0.45 128,256 71 800K Stable but low reward
0.0001 0.75 64,128,256 92 800K Stable but low reward
0.0001 0.99 64 90 NONE Instability, no convergence
0.0001 0.99 128,256 70 200K Stable but low reward
0.0002 0.45 64 162 NONE Instability, no convergence
0.0002 0.45 128256 97 300K Stable but low reward
0.0002 0.75 64 286 >3M Instability, no convergence
0.0002 0.75 128,256 45 <100K Too fast convergence, low rewa
0.0002 0.99 64 82 >3M Instability, no convergence
0.0002 0.99 128,256 49 >3M Instability, no convergence
0.0003 0.45 64,128 110 >3M Instability, no convergence
0.0003 0.45 256 68 600K Stable but low reward
0.0003 0.75 64,128 260 NONE Instability, no convergence
0.0003 0.75 256 45 700K Stable but low reward
0.0003 0.99 64,128,256 | 178 NONE Instability, no convergence
0.0004 0.45 64 390 NONE Instability, no convergence
0.0004 0.45 128,256 180 NONE Instability, no convergence
0.0004 0.75 64,128 266 NONE Instability, no convergence
0.0004 0.75 256 194 NONE Instability, no convergence
0.0004 0.99 64 330 NONE Instability, no convergence
0.0004 0.99 128,256 88 NONE Instability, no convergence
0.0005 0.45 64,128 340 NONE Instability, no convergence
0.0005 0.45 256 116 NONE Instability, no convergence
0.0005 0.75 64,128 285 NONE Instability, no convergence
0.0005 0.75 256 98 NONE Instability, no convergence
0.0005 0.99 64 286 NONE Instability, no convergence
0.0005 0.99 128,256 140 NONE Instability, no convergence
0.00005| 0.45,0.75,0.99 64,128,256 75 500K Stable but low reward

PPO, characterized by its stability and sample efficiency, exhibited robust performance across diverse
configurationsKey observations from the experiments include:

1 Across multiple configurations, instability and failure to converge were predominant outcomes,
evidenced by the absence of a maximum reward and convergence within specified time steps

1 Higher learning rates and gamma values, combined with varying batch sizes, contributed to instability
and hindered convergence

1 Several configurations exhibited stable but low reward outcomes, indicating suboptimal performance
despite convergence

1 Notably, lower learning rates coupled with moderate gamma values and smaller batch sizes
demonstrated relatively more stable behavior, although convergence was often slow

1 Conversely, higher learning rates and gamma values led to unstable training dynamics and failed to
achieve convergence within the specified time steps

1 The loss analysis, derived from the three {pestorming models, indicates comparable entropy loss
across configurations, but training loss was notably better for the first model
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Best PPO Configuration:

1 Learning Rate0.0002

Gamma0.45

Batch Size: 128

Max Reward: 97

Convergence Time Step300K

Notes:Despite stable but low rewards, this configuration demonstrates promising performance with a
relatively shorter convergence time

= =4 —a A -

A2C Results

In Table7.3 Instead, the performance evaluation of A2C models with the same hyperparameter configurations
has been reported

Table 7.4: A2C hyper parameters configurations and results of training

Le?;?;ng Gamma Batch size : el\\/llvz); d C:i);\;e;?::;e Notes

0.001 | 0.45,0.75,0.99 64,128,256 43 2.5K Convergence too quick
0.0001 | 0.45,0.75,0.99 64,128,256 45 3K Convergence too quick
0.0002 | 0.45,0.75,0.99 64,128,256/ 44 3K Convergence too quick
0.0003 | 0.45,0.75,0.99 64,128,256 45 2.9K Convergence too quick
0.0004 | 0.45,0.75,0.99 64,128,256 45 3K Convergence too quick
0.0005 | 0.45,0.75,0.99 64,128 45 3K Convergence too quick
0.0005 | 0.45,0.75,0.99 256 49 3K Convergence too quick
0.00005| 0.45,0.75,0.99 64,128 47 3K Convergence too quick
0.00005 | 0.45,0.75,0.99 256 46 2.9K Convergence too quick

As we can see, no convergence is reached for all parameter configurations. This behavior could be due to the
wrong parameter space explored with the selected configurations, and the default value for other specific
parameters should probably benfigured differently. Therefore, considering acceptable DQN results, further
investigations and configurations have not been taken into consideration. The failure to achieve satisfactory
convergence underlines the complexity of the problem and the foeddrther researcho understand the
underlying causes of this inefficiency bettdihe development of more effective strategies to improve the
performance of the A2C model in this context remains a key area of interest for future studies.

Best A2C Configuration:

1 Learning Rate: 0.0005

Gamma: 0.45

Batch Size: 256

Max Reward: 49

Convergence Time Steps: 3K
Notes: No convergence is reached.

= =4 —a A A
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Configuration selected for each agent model
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Figure 7.5: Best DQN and PPO reward functions

Best RL modelsconfiguration

Our findings reveal thddQN emerged as the superior performer, achieving a maximum rewaB8uafith a

learning rate of 0.001, gamma of 0.45, and batch size of 256, as shdvigura 7.5. This configuration
exhibited high stability and convergence during training. Conversely, PPO and A2C encountered challenges in
achieving stable performance within the designated time frame.

These results highlight the importance of careful RL algorithm selection and hyperparameter tuning for
achieving optimal performance in complex network optimization tasks. DQN's effectiveness can be attributed
to its wellsuited architecture for handlingsdrete action spaces (data center selection) and its ability to learn
an effective policy from past experiences.

7.1.5 RL Training Strategies to avoid Overfitting

To ensure robust performance across different network conditions, we developed specific training strategies to
prevent overfitting.These strategies are designed to address the inherent variability and complexity of real
world network environments and to guarantee that the learned policy can adapt effectively across heterogeneous
operational condition$Specifically, we employed empirical measurements from telco field operator experience

to introduce bespractice knowledge within the optimization algorithm

Overfitting in RL typically manifests when the agent memorizes specific patterns or configurations observed
during training, thereby compromising its ability to generalize to unseen scenarios. This issue is particularly
critical in 5G edge computing, whemaffic patterns, resource availability, and environmental factors fluctuate
dynamically. The adopted mitigation approach integrates empirical domain knowledge, policy regularization,
feature diversity, and dynamic simulation to cultivate a more resi&aming process.

A key component of this strategy is the integration of experived constraints that reflect reabrld telco
infrastructure practices. Specifically, the selection of the User Plane FunctiondUtPE)virtualized network
component responsible for rongj user daté is restricted according to two operational thresholds. First, the
candidate UPF must exhibit a CPU usage rate b8&@¥s, ensuring that selected resources are not already
overburdened and thus avoiding performance degradation. Second, abjPRemvust demonstrate a packet
loss rate that improves upon the previously selected UPF by at2@#stthereby promoting continuous
enhancement in data delivery quality.

We also implemented a refined reward system that issues positive rewards when latency and packet loss fall
below dataset mean values, with penalties for higher values, encouraging the model to sepectdrigiance
UPFs. An additional accuracy bonus pphled when the selected UPF matches the optimal target, reinforcing
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the selection of the higheperforming data centers. To build resilience against overfitting, we incorporated
diverse traffic simulations across different times of day (Night, Busy Hour, Daytime), each with unique metrics
for bandwidth, CPU load, and s&ss duration. This simulation creates a varied dataset that closely reflects
reatworld conditions.

The Italian data centers in Milan, Rome, and Cosenza represent various network conditions and form the basis
for testing our RL optimization strategies. Milan hosts the centralized core network with control plane functions,
while each city has a UPF to nemgye the user plane. Each data center has a bandwidth cap to simulate real
world limitations. To build resilience against overfitting, data traffic was generated using a script that models
different times of the day (Night, Busy Hour, Daytime) and traffiofies (e.g., CPU load, bandwidth
consumption). Each simulation cycle varies values such as throughput and session duration to reflect realistic
usage patterns.

The goal of the RL model is to identify and select the optimal data center to minimize latency between the
gNodeB and edge node. This RL environment emphasizes latency as the primary objective but incorporates
additional Key Performance Indicators (KPIsenhsure comprehensive performance optimization. For example,
while low-latency data centers are preferred, high CPU utilization may affect overall network efficiency, so
balancing multiple metrics is essential.

To facilitate optimal data center selection, we embedded a policy with weighted features within the RL
environment, prioritizing latency and packet loss. This weighted approach allows the RL agent to consider
multiple aspects of data center performancsueng decisions align with broader network goals and with
empirical measurements.

To complement these constraints, the reward function employed by the RL agent was carefully redesigned to
embed both performance optimization and sustainability considerations. The new reward function is constructed
as a weighted aggregation of normaliey performance indicators (KPIs), ensuring that the agent learns to
make decisions based on a multifactorial assessment of system health and efficiency. Each KPI is scaled into
the [0, 1] range using MinMax normalization, allowing for consistent integraitross heterogeneous metrics.

The reward functioR used to guide the reinforcement learning agent during training is defined as a composite
expression that combines a weighted sum of normalized performance features, abasetibnorrectness
bonus, and two auxiliary penalty or reward terms related yopkeformance indicators (latency and packet
loss). The full expression is given by:

2

R = Zﬁwz +B+A1+A2
i=1

In this formulation:

71 fi denotes the normalized value of kil feature (e.g., CPU usage, memory usage, average latency,
etc.);

1 w;is the weight assigned to th¢h feature, reflecting its relative importance in the reward calculation;

1 The squared term emphasizes the contribution of higher aggregated feature scores, promoting
configurations that simultaneously optimize multiple KPIs.

The remaining additive terms incorporate polieyel reinforcement signals based on action correctness and
quality of service metrics.
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Correctness BonusB)

The scalarternBr e pr esents a correctness bonus, awarded w
data center) aligns with the optimal target defi n

B: a bonus based on the action's correctness:
8.0, if action = target

B = ]
0, otherwise

This component serves to reinforce correct predictions, significantly boosting the reward when the optimal
decision is made.

The termsAl and A2areusedto penalize suboptimal latency and packet loss conditions, further refiréng
reward to ensure robust performance across diverse network states.

Latency Bonus @A)

The bonus ternd; is introduced to further incentivize selections that yield lethanaverage latency. It is
defined as:

Aj: a bonus based on latency average:

A 0.7, iflatency_avg < latency_avg
l p—

0, otherwise

wherel A OAT Adpresar@s@he mean average latency across the training dataset. This component encourages
the agent to prefer edges that maintain low latency under current conditions.

Packet Loss Penalty A2)

To penalize configurations that result in degraded data transmission reliability, the function includes a penalty
term A, based on packet loss:

Ajs: a penalty based on packet loss:

A — —0.3, if packet_loss > packet_loss
2 0, otherwise

whereD A A E A @ e average packet loss in the dataset. This penalty discourages actions that would result
in aboveaverage packet loss, thereby promoting robust and reliable connections.

The complete reward function encapsulates both perforraieaed and policypased components. The
weighted sum captures the traafés between multiple KPIs, while the additive bonuses and penalties provide
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targeted incentives and constraints that align with the overall objective: to dynamically select the best
performing and most sustainable edge node in a 5G network, under varyitigieeabnditions. This structure
enhances the interpretability, robustesnd generalization capacity of the RL agent.

Moreover, to increase theaining set's variability and representativeness, the dataset was extended using a
traffic simulation engine that emulates distinct usage scenarios corresponding to different times of day: night
Busy Hour, and Daytime. These profiles simulate fluctuating throughput demands, CPU loads, and session
durations, thus creating a broad and realistic spectrum of network conditions. This synthetic diversity ensures
that the RL agent is exposed to a widage of edgease behaviors durinmaining, thereby improving its
generalization capabilities.

Finally, to further safeguard against overfitting, early stopping criteria and reward variance monitoring were
adopted during training. Training episodes were terminated early if the reward function stabilized prematurely
or exhibited a degenerate converge pattern. Additionally, reward and loss evolution curves were periodically
assessed to detect signs of memorization or performance collapse.

In summary, the integration of expert constraints, a carefully engineered and weighted reward function,
synthetic traffic diversification, and continuous performance monitoring collectivehtributesto the
development of an RL model that is robust, adaptive, andsuigéid for deployment in dynamic and resotrce
constrained 5G environments.

7.1.6 RL Evaluation

To assess the effectiveness of the RL agent in optimizing User Plane Function (UPF) selection across distributed
edge data centers, we i mplemented a supervised e
against a ground truth reference. Tgisund truth is established through a deterministic labeling mechanism
derived from domaispecific heuristics, ensuring that the evaluation is aligned with practical telco operations
and service quality objectives.

The evaluation process begins with the ingestion oftheed or simulatedJPF telemetry data comprising

key performance indicators (KPIs) such as CPU usage, memory utilization, disk capacity, network throughput
(inbound and outbound), latency (minimum, average, and maximamd)packet loss. These features are
extracted for each candidate data céntigpically Milan, Rome, and Cosertzand normalized for use as input

to the RL environment.

This telemetry data is simultaneously processed along two paths:

1. Ground Truth Labeling : A rule-based decision module computes the optimal data center label for
each observation based on a mattteria policy that balances latency minimization, resource
availability, and sustainability metrics. This output constituteS Hrget label and represents the best
data center selection for the given network state, as determined by expert logic.

2. RL Agent Inference: In parallel, the trained RL agent receives the same telemetry observation and
produces &redicted label by selecting the data center it deems optimal according to its learned policy.
This prediction r e p-makingeouttome it teeurrangeavirdnient stéte.c i si o

To quantify the accuracy of the RL policy, the predicted and target labels are compared using standard
classification metrics:

71 Accuracy measures the proportion of correct predictions across the total number of predictions:
I OOAAO 0OAAEAOQEITO
. 'X~X©D' .oa
| 0OAAFEAQEITT O
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1 Precisionevaluates the fraction of correctly predicted optimal data centers out of all those predicted as
optimal by the agent:

Correct predictions

Accuracy = — =77%
All predictions

Best

Data Center
Labeling

Target

True Positives

Precision = =77%

UPFs

TELEMETRY
DATA

True Positives + False Positives

True Positives

RL Agent Predicted Recall = =76%

True Positives + False Negatives

Figure 7.6: RL Evaluation Process

These results indicate a strong al i gnwefimed optinalt we e r
selections, confirming that the agent has effectively learned the underlying policy from environment interaction.
The high precision and recall valudarther demonstrate that the agent not only avoids frequent
misclassifications but also maintains a reliable sensitivity to valid target selections.

This evaluation methodol ogy serves a dual pur pose
training effectivenesdlt offers operational confidence for realorld deployment within a latenesensitive,
multi-metric optimization context. The results achieved thus far suggest that the deployed RL policy is capable

of

delivering highquality edge data center selection, contribytito performance improvements and

sustainabilityaware orchestration within 5G network infrastructures.

Carbon Intensity: Including the Sustainability in the SG Network Optimization

In the context of intelligent orchestration across the cledge continuum, the integration of environmental
sustainability metrics is of paramount importance. Among theagyon intensity represents a critical
parameter for evaluating the environmental impact of data center operati@nsfore carbon intensity has
been incorporated as a primary feature inRhebased selection strategy for UPF placement, thereby enabling
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the optimization process to account not only for performance indicators such as latency and packet loss but also
for the greenhouse gas emissions associated with computational resource allocation.

Carbon intensityi s defined as the amount of carbon dioxi di
within a given geographical zone. It is typically expressed nams of CO equihoual ent

( g C-eg/kwh). This measure encapsulates the environmental burden of energy usage by quantifying the
lifecycle emissions generated to produce electricity consumed at a particular location and time. Importantly,
this metric includes n odocoatrbltipns lomothec ggahdhi€d gases (GHEY, i 0 N ¢
convert e-e@quivatent trmE€ased on their H@ar global warming potential (GWP). For example,

one gram of methane (CH ) released into the at mos,
century as approximae |l y 34 grams of CO

The carbon intensity of a specific zone is fundamentally linked tlétgricity generation mixd that is, the
proportion of energy produced from renewable,-taxbon, and fosstbased sources. Regions relying heavily
on coal, oil, or ga$ired power plants will exhibit significantly higher carbon intensity values compared to those
sourcing electrigy predominantly from hydroelectric, wind, solar, or nuclear energy. Temporal fluctuations
also occur, as the energy mix changes over the course of the degponse to demand and intermittent
renewable generation.

To ensure an accurate and sciehased estimation of carbon intensity, this study relies on lifecycle emission
factors, which are computed in accordance with the methodology outlined Inyettgovernmental Panel on

Climate Change (IPCC)in its Fifth Assessment Report (204%)rhese emission factors incorporate all stages

of electricity production, including fuel extraction and refinement, power plant construction and
decommissioning, operational emissions during energy generation, and final disposal. The use of lifecycle
analsis enables a comprehensive evaluation of the carbon cost associated with eachhdlavwathsumed.

Carbon intensity values are retrieved dynamically via API from platforms sugleetsicity Maps=*°, which
provide highresolution, locatiorspecific carbon intensity data. This data accounts for drosser electricity
exchanges, using flotvacing methodologies to allocate emissions from imported electricity back to their origin
countries and sourceswo main types of emission factors are used in this process:

1. default factorswhich are standardized values derived from scientific literature,
2. zonespecific factorswhich are grounded in localized emission reporting data.

For example, in Europe and the United States, publicly available direct power plant emission statistics can be
combined with reatime electricity production data to calculate precise, regionally resolved emission factors.

Table 7.5: Default Emission Factors used by Electricity Maps

Emission factor

Mode 1CO2ea/kWh Category Source
. Renewable World average intensity by

FEUENTCEEEEE 301 (default) Electricity Maps
biomass 230 Renewable IPCC 2014
coal 820 Fossil IPCC 2014
PES 490 Fossil IPCC 2014
geothermal 38 Renewable IPCC 2014
hydro 24 Renewable IPCC 2014

. Renewable World average intensity by
DEMEBEER | 301 (default) Electricity Maps

2% |PCC (2014) Fifth Assessment Report
30 https://www.electricitymaps.com/
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12 Low-carbon IPCC 2014
650 Fossil UK_ Parliamentary Office of
Science and Technology
5 Renewable IPCC 2014

4
700 Fossil Assumes thermal (coal, gas, oil)
1

1 Renewable IPCC 2014

Electricity Maps aggregates emission data from multiple sources, includingepeawed publications,
governmental reports, and kfgcle metaanalyses. In this way, the platform supports boperational
emission factor® which consider only the direct emissions during energy productiom full lifecycle
factors, which are more appropriate for sustainabitityare system optimization.

Emissions (gC0O.eq)

Emission factor
(gCO2eq/kWh)

&
I Production (KWh)
Ng-4

Power plant

Figure 7.7: Schematic representation of emission factors

In the RL environment, carbon intensity is treated as adiasis citizen among the key performance indicators.

A normalized carbon intensity score is computed f o
reward function with a sigrigant weight (1.0), equal to that of latency. This modeling choice reflects the
growing need to balance performance excellence with environmental stewardship in the design and deployment
of modern 5G infrastructures. By embedding sustainability into ttiside-making loop, the proposed solution
contributes to the development of intelligent, foarbon network systems aligned with the goals of the
European Green Deal and the digital transition.
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Figure 7.8: Electricity Maps of our Edge Nodes

To accurately capture the regional variability of carbon emissiamnlspn intensity values were dynamically
retrieved via API using thegeographical coordinates (latitude and longitudedf the three target data center
locations: Milan, Rome, and CosenZdese values were sourced from Electricity Maps that provides zone
specific carbon intensity data derived from grid composition, dvosder electricity flows, and generation
source emissions. The use fidw-tracing algorithms ensures that emissions asisbed with imported
electricity are correctly attributed to their origin, thereby enhancing the precision of the carbon impact
estimation.

In the RL framework developed for UPF optimizati@ayrbon intensity was treated as a primary input
featureand expl icitly i nc oeward furatiore dhe irewdrd funttibneaggeegaesnd 6 s
weighted sum of normalized features that reflect the operational state of candidate data cenfieasur€he
weightsused in this study are summarized below:

Table 7.6: Feature Weights with Carbon Intensity

Feature Weight

CPU Usage (%) 0.6
Memory Usage (%) 0.5
Disk Usage (%) 0.5
Network In (%) 0.7
Network Out (%) 0.7

Latency Average (ms) 1.0
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